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EXECUTIVE SUMMARY
The main goal of BLADE (Business models, legal aspects and deployment, SP 6) is
to prove the architecture feasibility for the SAFESPOT system from a business
perspective. In order to establish a sustainable deployment plan for SAFESPOT, a
constraint analysis needs to be made. In this constraint analysis all non-technical
issues which could influence the deployment of SAFESPOT need to be identified.
These constraints need to be solved in the process of BLADE by means of mitigation
strategies and stakeholder consultation.
The methodology that was adopted to identify the constraints was the RAID
methodology (Risk analysis of ITS Deployment). This methodology indicated that risk
workshops needed to be organised and guidelines for risk identification workshops
were written in the course of this task. A description of the Safety Margin Assistant
was written together with a list of stakeholders and a number of use cases. This
material was provided to the 53 participants of the five workshops which were
organised in November and December of 2006. The reports of these workshops can
be found in the Annex of this document.
The next phase of the risk identification was the analysis, which is the main part of
this deliverable. From the RAID-methodology 7 categories were defined: user related
risks, deployment and operation related risks, organizational related risks, political
related risks, legal related risks, economical related and technology related risks.
From the risk workshops, risks were put in these 7 categories, with a procedure the
risks were scrutinized thoroughly and a total number of 229 risks were analysed. The
analysis contains a general overview of the risks per category and special attention is
given to the top rated risks, because they are expected to have the most influence on
the deployment of SAFESPOT.
In the conclusions the overall risks are discussed together with the chosen
procedure. The following aspects are raised and need to be solved either within
BLADE, SAFESPOT or in a broader discussion with important stakeholders. The
issues to be discussed in BLADE are:
-

Organisational architecture

-

Liability issues

-

Cost Benefit Analysis

-

Business model and definition of service

In the rest of SAFESPOT the complexity of the system and of course the project
management risks need to be tackled.
In the broader discussion the issues of investment, harmonization and
standardisation need to be debated. This will be done in the following steps in the
BLADE – project by means of a wide stakeholder consultation. In this discussion the
preliminary mitigation strategies need to be discussed. Writing these mitigation
strategies is the next step towards a sustainable deployment plan.
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1. Introduction
The main goal of BLADE (Business models, legal aspects and deployment, SP 6) is
to prove the architecture feasibility for the SAFESPOT system from a business
perspective. Due to the particular subject and the complexity involved, the business
sustainability has to be proved involving many aspects (organization, legal,
responsibilities, regulations, economical) evaluating risks and defining guidelines and
suggestions for the different actors, as well as the government.
For the risk analysis, the method of the RAID-project (Risk analysis of ITS
Deployment) (Berghout, 1999) is used. During the first phase a “Constraint Analysis”
for the implementation and the deployment of SAFESPOT systems within the
European Union is produced. This contains a set of risks that could arise and affect
the implementation and deployment of these systems. The risks are rated by
probability of occurrence and level of impact. In the second phase mitigation
strategies are devised for highly rated risks, in given implementation environments,
this is the next task in Work package 6.4. Finally, in the third phase, both the
identified risks and the proposed strategies are consolidated and discussed with
representatives of European stakeholders, task 4 in Work package 6.4. By combining
the major elements of the identified mitigation strategies, a set of high-level strategies
will be identified. This will lead to D6.4.5 Preliminary Recommendations on dealing
with risks and legal aspects. This deliverable covers the first phase, the risk
identification.

1.1. Innovation and Contribution to the SAFESPOT
Objectives
The goal of this contribution is to identify potential constraints regarding the proper
deployment of applications in SAFESPOT. This proper deployment can be constraint
in a number of ways (organisational, economical, legal, etc.) and the objective of this
deliverable is to identify the non-technical issues. The raised issues in this report will
be distributed to not only other BLADE work packages, but also to other SP-leaders
of SAFESPOT. This deliverable is a first start to enhance the deployment program
with more relevant information. The final result of this SP will be a complete and
sustainable Deployment Plan.
The innovation of this work package lays in the better understanding that is obtained
of all issues that are involved, when implementing cooperative systems. This is a
relatively new subject and has, compared to Advanced Driver Assistance Systems
(ADAS), a more complex level of organisation and therefore more complex
Deployment Plan.

1.2.

Methodology

The constraints towards proper deployment of the SAFESPOT system are
formulated as risks. The risk identification process is done following the RAIDmethodology. According to the RAID-methodology risks identification workshops had
to be organised and guidelines are provided in order to obtain comparable results.
The guidelines consist of two parts, first the methodological part, which is described
below. Part two consists of extra information for the invited experts, which can be
found in Section 5.1. This extra information consists of a description of the Safety
Margin Assistant (SMA), a list of risks and questions and a number of use cases. In
the methodology, first a definition of risks is given, after this the stakeholders that are
involved are mentioned and divided into different viewpoints. Next a method for this
risk identification workshop is provided. The last paragraph gives an overview of the
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actual organized workshops and adaptations made by the different partners to suite
their group best. In the Annex (Section 5.2) the reports of these workshops can be
found.

1.2.1. Risks
The identification of risks will be done according to a template in which several
aspects of a risk will be discussed in order to create a proper understanding of the
risk. In the template the term threat is used because risk also indicates probability
and impact. Risks will be the final result of the workshop. Therefore the following
definition of threat is used:
“A threat is an event that occurs (or fails to occur) which endangers
proper/safe deployment of the service.”
The template is divided into several columns. The rows need to be filled with
information according to the following definitions:
• Threat Description
The threat identified described in a short and clear manner, but with a
perspective for whom the threat is occurring and in a full sentence).
• Consequences of the Threat
The consequences of the identified threat if it occurs, identified threats could
have more than one consequence. Consequences direct to one or more of
the defined stakeholders
• Explanation of the Probability of Occurrence
Probability can be ranked in certain levels; we will use a division of 5
categories. This however leaves room for discussion, but by means of voting
the average value of the group can be decided. It is not very likely that exact
probability can be identified and this division merely serves as a indication:
o Very likely
o Likely
o Not likely nor unlikely
o Unlikely
o No chance
• Explanation of the Level of Impact
This cell should be filled with information on the severity of the consequences
of the threat. A type or unit and a range need to be defined. The unit can be
number of injuries or fatalities or a combination of both. The range could be
(High, medium, low) or like above divided into 5 (very likely, likely etc). At this
stage individual voting is also advised. Below a division of four categories is
made which serves as a rough indication:
o Injuries many , fatalities many
o Injuries many , fatalities few
o Injuries few
o No injuries, no fatalities, just damage to the car/vehicle
• Strategy Action
Identification of possible strategies which can be implemented to prevent or
mitigate the threat identified. Also the identification of the stakeholders which
can perform above mentioned action should be mentioned. This strategy is a
first step in the direction of the mitigation strategies which need to be
formulated next in this work package.
During the analysis phase a column was added to the template which was called
rating. Rating is calculated as the multiplication of the impact x probability (averages
of the workshops per threat). This rating is used in the analysis to find the most
important risks. Regarding the rating the highest probability and the highest impact
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where rated at a maximum of 5, the lower either one of them is, the lower the figure
will be that represents this aspect of the threat.
It should be noted that the lists indicated above merely serve as a suggestion to
stimulate the thought process, because threats are not always measurable in number
of injuries or likelihood. This issue was creatively solved during the workshops.

1.2.2. Stakeholders
Stakeholders are already mentioned in the previous part and since the complexity of
the project is very high it is necessary to get a feeling for the involved stakeholders
and their roles. In close collaboration with Work package 6.3 the following list of
stakeholders is composed with their definitions (see Table 1.1 Stakeholders).
Stakeholder

Definition

Public Authority

A public body which has responsibility for the transport network and
an interest in the safety of the travelling public as a whole (e.g.
Ministry of Transports)

Road Manager

Body or organization (public or private) responsible for managing the
road infrastructure, i.e. motorway operator, road authority, etc.
(Infrastructure Operator)

Service Provider

An organization responsible for providing transport-related services
to road users. This can include the safety-related services as well as
general information, emergency support for drivers, monitoring
services, weather information, etc.
An organization responsible for collecting, processing, certificating
and providing safety-related data (Weather Data Processing, Georeferenced Data Processing, Traffic Management, etc.)
Manufacturer of the components of the SAFESPOT systems
(hardware and software, vehicle and infrastructure)

Content Provider
System Producer

The person driving an equipped vehicle (probe car), including cars,
commercial trucks, motorbikes, etc. The driver of probe vehicle is
both the receiver of the safety-related information generated and the
sender.

Probe Vehicle Driver

Driver
Vulnerable Road User

The person driving a vehicle not equipped, including cars,
commercial trucks, motorbikes, etc. The driver can receive safetyrelated information e.g. by Vehicle to Infrastructure communication..
Pedestrians, cyclists

Table 1.1 Stakeholders

1.2.3. Viewpoints
For the workshops these stakeholders are grouped and divided into four different
categories, called viewpoints. This to simplify the data collection process. Secondly
the workshop attendants (with their specific expertise) are asked to replace
themselves in the viewpoint (VP1-VP4) from other stakeholders. The viewpoints as
described below differentiated between demand and supply, implying a market for
SAFESPOT. The viewpoints are analysed as well, because the division of risks
shows who experiences the most risks. It also can be derived who can be triggered
to solve this issue.
demand
public
authorities
road
managers

VP1

Supply
drivers

system
service
providers providers

probe
content
drivers
providers
vulnerable
road
users
VP2

VP3

VP4

Table 1.2 Viewpoints
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1.2.4. The workshop: two possible approaches
Depending on the knowledge of the attendants on the subject of SAFESPOT and the
time and effort attendees had, two potential approaches are introduced. The
expectation is that the workshop will take at least 4 hours. First if SAFESPOT is
common knowledge among the invited experts the straight-forward method can be
used. If the experts needs more introduction the role-play method might be useful,
this will give the experts more feeling with the SAFESPOT-project and the issues
involved. The two methods are described below.
a. The straight forward method:
First step
Warm-up with a plenary round where you imagine you are a user of the SMA
(description of provided use cases in Section 5.1.1), identify possible threats and
write these on post-it papers. These first results should be used later in step 4 (if not
reproduced in step 2-3)
Second step
Plenary or in groups produce threats from the 4 different viewpoints (VP1-VP4)
Third step
The attendants individually write their threats on post-it paper.
Fourth step
The facilitator discusses the post-its plenary and places the threats in one of the 7
categories which are pre-drawn on a flip-over. If the group is large enough you could
prepare two or more flip-overs in order to facilitate the group to split-up.
Fifth step
The facilitator discusses plenary (or split-up in groups) the threats and asks the group
to reflect on the possible consequences. Write these consequences in the
appropriate column. Consequences need to be directed to a stakeholder.
Sixth step
Rate the probability of a threat, the mean opinion of the group (e.g. by means of
voting or by individual stickering of each member).
Seventh step
Rate the level of impact of a threat, the mean opinion of the group (e.g. by means of
voting or by individual stickering of each member).
Eight step
All attendants are given 10 stickers to mark the most important threats (allow more
than 1 sticker/mark per threat)
Ninth step
Closure of the workshop: Define possible mitigation strategies on the top threats with
stakeholders assigned to the different strategies
b. Role-play method:
The process is basically the same as above except that the work is done in 4 teams,
and a step is added between ‘issues/constraints’ and transformation into threats. The
division into teams is as follows:
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There are 4 teams each representing a viewpoint from Table 1.2 Viewpoints. In 3
following steps demand and supply are brought together. The final step is focused on
mitigation strategies.
First step
Each team produces an image of the SMA by discussing the aspects of the 7
categories (e.g. organizational, cost, functional, etc.). This is done to create a
common understanding between team members. The image can be formed by the
use case descriptions (Section 5.1.1) or by questions to the facilitator.
Second step
The 2 demand groups are confronted with another and discuss two questions:
- Where do we have to agree together/give in to each other in order to have the
SMA implemented?
This produces a list of issues/constraints (positive approach); focus is on
issues/constraints between the demand parties.
- What can possibly go wrong if we want implementation?
The focus here is on the supply parties, asking yourself the question: Where
could they go wrong?
The 2 supply groups discuss 2 questions:
- Where do we have to agree together/give in to each other in order to have the
SMA implemented?
This produces a list of issues/constraints (positive approach); focus is on
issues/constraints between the supply parties.
- What can possibly go wrong if we want implementation?
The focus here is on the demand parties, asking yourself the question: Where
could they go wrong?
The result of this exercise is an issue/constraint list. This list relates to a specific
stakeholder and creates an insight in the problem, the consequences, the risk
category and the problem owner.
Third step
The results can be discussed with the group or be discussed plenary. In order to
transform the issues/constraints to threats (ask ‘so what’ to come to the essence),
and rating the occurrence and the probability, the issues/constraint list should be
sorted out into the 7 categories. This forms the agenda for the fourth step.
Fourth step
The demand groups and the supply groups both team up together.
With their issues/constraint list at hand they discuss the possible way to solve the
issues/constraints that are identified, formulating mitigation strategies.

1.3.

The actual workshops

The next step in the process is the actual workshops. In order to cover all nontechnical issues that came forward from the RAID-project, six groups of stakeholder
were defined. The partners involved in this task each got a group assigned to them
according to their expertise. This resulted in the following distribution of stakeholders
over the partners:
•

CSST/CRF: Industry, including EUCAR, CLEPA

•

RWS: Governmental stakeholders
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•

TNO Human Factors: COSSIB

•

TNO Automotive: SCOVA

•

Thomas Miller: Risk managers

•

TNO Mobility & Logistics: Motorist organizations

These groups were individually approached to participate in risk identification
workshops. In the end it appeared more feasible to combine the organisation of the
workshops for Governmental stakeholders and Motorist organizations. Secondly the
industry was approached through a web survey instead of an actual workshop and
thirdly the SCOVA workshop was held by means of a telephone conference instead
of actually meeting together. Reports of the actual workshops can be found in the
section 5.2.
During the workshops attendants from both within and outside Safespot with broad
expertise were invited to ensure proper knowledge of IVS systems. This also creates
a good average in the rating of the different threats. Therefore the information of the
individual scores is not taken into account during the rest of the analysis.
The workshop were organised at the end of November and the beginning of
December 2006. In total 53 stakeholders attended the workshops and the overall
responses were very positive. The results of the workshops are a set of risks divided
over different categories, together with the reports. These risks need further analysis,
which is the main section of this deliverable: Chapter 2 “Risk Identification”.

1.4.

Deliverable structure

In this deliverable the following issues are discussed. In chapter 1 the risk
identification process is described with the methodology that was followed and the
guidelines to organise workshops.
In Chapter 2 “Risk Identification” was discussed, with first a description of the
different categories and the procedure to create a proper register from the identified
risks from the workshops. After that each category is discussed in a separate
paragraph with an introduction, overall overview, top rated risks and other prevalent
issues.
In Chapter 3 the conclusions of this deliverable are stated, where an analysis of the
process and the methodology is made. Next the most important issues are discussed
from the different points of views that are stated above and in the last paragraph, the
described issues are assigned to different SAFESPOT participants.
In the Annex of the document the first paragraph consists of the information provided
to the participant of the workshops, in the second paragraph the workshop reports
can be found and attached as a separate file is the risk register in excel format.
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2. Risk identification
2.1.

Introduction

This chapter contains the risks from the five workshops divided into 7 categories as
provided in D6.2.1 (Albizzati, 2006). First the categories are discussed, secondly the
procedure of combining the risks in the same category from the different workshops
is described and thirdly the distinction between internal and external risks is
explained. The rest of the chapter consists of a discussion per category with an
introduction, an overview of the risks found, a discussion of the top rated risks and
other issues that are important for further analysis.

2.1.1. Categories
In deliverable 6.2.1 (Albizzati, 2006) the RAID-categories were redefined into seven
main categories, which are discussed below:
• User related risks are risks in the categories of User Safety and Traveller
Acceptance. Privacy issues are in this category as well, because this
correlates with the acceptance.
• Deployment and operations risks are risks concerning deployment and
operation of the system. Risks concerning standardization are also in this
category.
• Organizational and institutional risks are risks related to organizational
and institutional issues. This is not only the organizational embedding of the
system but also the institutional issue of tuning with different stakeholders.
• Political risks are risks considering politics, the willingness of a government
to implement a system. Also the political stability in probably needed PPPconstructions is a risk.
• Risks related to regulation, these are risks related to legislation issues,
rules, standards, agreements (SLA) concerning the organization, cooperation,
the operation (or failing) of the system. Legacy issues are expected to be
organizational or technological
• Economic risks are risks concerning business cases and policy cases. The
financial threats that are identified fall into this category. The willingness-topay and the cost of the system are the main important issues.
• Technology related risks are risks in the categories of Architecture,
Technological maturity and Availability of the technology. The technical issues
will be solved in the other work packages. However the readiness of the
technology is seen as a risk though.

2.1.2. Different risks identified
The risks in the constraint analysis relate specifically to deployment but during the
brainstorming sessions it was found at several occasions that project management
risks were described. The differentiation between deployment risks and project
management risks is that the former is external and the latter is internal. Project
management risks should be the responsibility of the project or sub-project coordinator. They, like deployment risks, should be included in a constraint analysis or
risk register. Significant risks should be assigned a mitigation or control strategy with
a party responsible for administering the strategy and monitoring its effectiveness.
However the project management risks are not in the scope of this deliverable, but
will be assigned to the different SP-leaders together with a strategy. At the final stage
of SAFESPOT these risks are re-evaluated and if not dealt with, will be put in the
final risk register of SAFESPOT.
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Secondly from the different categories it appeared certain risks were reproduced in
more than one workshop. The figure below illustrates the reason for finding these
double threats. The lines are risks produced in the different workshops and the
yellow blocks represent the different categories. This creates a need to deal with
these double threats. The procedure to deal with these double threats is described
below.

Figure 2.1 Graph illustrating double threats
The letters in the bars represent the different categories that were identified. The
figure however is merely a graphical presentation of reproduction issue mentioned in
the paragraph above.
Thirdly not all the threats that were identified were put in the right category straight
away. Therefore an iterative round was introduced to redistribute these threats to the
right categories.

2.1.3. Procedure to get to top rated risks
The workshops identified risks in all categories; the next step of the analysis is the
generation of a clear risk register per category. This risk register needs to be sorted
on rating to be able to find the top rated risks. These top rated risks show the most
important issues that need to be dealt with for proper deployment. It was also found
that the average scoring in the different workshops did not differ significantly.
The procedure to clear the register of double risks and to get the top rated risks is the
following:
1. Remove technical issues (the so called project management risks)
2. Identify wrong categorised threats and reassign them
3. Redefine duplicates from the list of threats (and possibly categorise)
If there are different values concerning probability and impact, for the same
threats, use the mean value of the combined threats. Information concerning
point of view needs to be maintained
4. Focus on the threats with the highest rating
5. Determine first top 15 (or more if necessary)
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6. Critical assessment of remaining threats
7. Final top 15 (or more if necessary)
The result of the analysis is dual; first the top rated risks are found which indicate the
most important issues for the next phase, the mitigation strategies. Second the risk
register as a whole is scrutinized and double, project management and wrong
categorised threats are re-evaluated.
The top 15 will be shown in tables for the seven categories like the example below.
The first column is the number of the risk. The second column represents one of the
four viewpoints (1 – public authorities/road managers; 2 – drivers, vulnerable road
users; 3 – system and content providers; 4 – service providers). The column threat
and consequence will give a description. The column with probability and impact will
be filled with a number between 1 and 5, where 5 is the highest score. The rating
column is the product of Probability and Impact. The risks are sorted according to this
rating from high to low.

Consequences

Rating

Threats

Impact

View
Point

Probability

#

The following paragraphs show per category the analysis of the risks following the
above described procedure. The first category that is discussed is user related risks.

2.2.

User related risks
2.2.1. Introduction of user related risks

User related risks are risks that endanger a proper/safe deployment of the Safety
Margin Assistant (SMA) with respect to users. These risks relate to the categories of
Privacy, Safety and Acceptance. Note that these categories are linked together. For
example, the acceptance may decrease if the privacy of information lowers or if the
safety of the SMA decreases.
During the risk identification phase it was considered that a proper system was
designed. From a human factors perspective this means that a Human Machine
Interface (HMI) was designed in accordance with the many requirements and
guidelines that exist. However, a perfect design is nearly impossible. Existing risks
due to an imperfect design of the SMA should be considered since they may form a
risk in deployment. Therefore, more specific risks like ‘information is missed due to
high workload or distraction’ were included.

2.2.2. Overall description of risks found
By means of the procedure as described in Section 2.1.3, the 147 user related risks
have been categorised in the following categories. After the procedure 82 risks were
put in the final risk register for this category.
HMI design
Many descriptions on this reduced list were associated with the HMI design. These
descriptions include ‘information overload’, ‘user doesn’t understand system’ and ‘the
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user finds it difficult to cope with the system’. As mentioned previously, many national
and international standards were being raised for in-vehicle HMI, which include
criteria for the physical characteristic of the interface display and controls, but also
the form and content of the dialogue between driver and vehicle. Those general HMI
design principles can also be used as a simple checklist to help identify likely risk
(problem) areas with a design (see for example Andrade et al. (2007)) for a brief
summary of standards)
Acceptance
The issues of acceptance of the system appeared in various ways. The original lists
contained many descriptions such as ‘the user completely relies on the system’ and
opposite descriptions such as ‘lack of users confidence in system’. Related risks
were missed and false alarms of any kind.
Privacy
The issue of privacy was mentioned often as well; ‘lack of protection of data’ ‘not
clear who owns the data’ and ‘user fears for enforcement’. Like many issues, also
privacy feeds back on the acceptance.
Relation to other risk categories
Many user related risks concern other risk categories of the SMA and have thereby
indirectly an influence on safety and acceptance. The technology related risks
include ‘advised behaviour given by a system is not possible’, ‘systems warnings
have dangerous side effects’ and ‘not all road users are identified by the system’. In
fact many technology related risks (Section 2.8) induce user related risk. Other
descriptions relate to the financial input of the user (economic related risks, Section
2.7); ‘the user doesn’t want to pay for the service, equipment and upgrades’.
Operational related risks (Section 2.3) consider the penetration of the system.
Consequences
Returning to user related risks, the number of distinct risk descriptions was higher
than the number of distinct consequences. For example, many risks had as
consequence ‘critical situations occur’, ‘user switches of the system’, ‘no market
uptake’ and/or intermediate consequences such as ‘drivers are distracted’ and
‘reduced confidence’.

2.2.3. Top rated risks
‘Table 2.1 User related risks’ shows the top 8 of user related risks as found by the
method described in previous section. The top of 8 is based on the possibility of
critical accidents. The risk descriptions with the highest rating are shown at the top of
the table.
The first two risk descriptions are related to the technology or rather the functional
technology. The risk for a user is high in case a system advices a behaviour that is
impossible or has dangerous side-effect. Risk number 3 is actually a combination of
risks. It considers the quality of the sensors, the consistency of the warning/advice
rules, and the proper/similar operation of the system in different countries. A
deviation in those issues increases the user risk. Risks 4 through 6 are typical HMI
issues, and consequently have to be taken into account when designing and
developing a SMA. Risk 8 has again a technological focus; not all road users are
identified by the system. The road users include cyclist and neighbouring vehicles.
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2

2

2

Advised behaviour given
by system is not possible

3

2

Information is incorrectly
perceived (consistency,
territories, sensors,
languages etc.)

4

2

Unclear if system is
operational

5

2

System warns too often

6

2

Information overload

7

2

8

3

Rating

1

System warnings may
have dangerous side
effects

Impact

Threats

Probability

View
Point

#

5

5

25

5

5

25

4

5

20

4

5

20

4

4

16

4

4

16

Accident possibility

4

4

16

Critical situations may occur

5

3

15

Consequences

Critical situations may occur, Bad
advertisement. Reduction in public
confidence of the system and liability issues
for service providers
Critical situations may occur, Accidents
happen, Bad advertisement and reduction in
public confidence
Critical situations may occur will be
distracted/ confused/ annoyed; Will take
wrong action; Will ignore the information;
Impact the reputation of the system (safety);
Legal action against the service provider;
Distrust towards the system; Driver does not
react or too late to warning
A warning comes as a surprise; Uncertainty
about the functioning status; Ignoring
system (not trusting)
System is not accepted/used; Critical
situations may occur
Drivers become distracted/confused;
Drivers have less focus on their actual
driving and create the potential for accidents
to occur; They may only listen to the first
message and ignore the rest which might
include the most important message for the
driver's safety.

System's diagnostic not
adequate
Not all road users are
identified by the system

Table 2.1 User related risks

2.2.4. Other issues
As mentioned, the top 8 of user related risks were weighted by the impact of the
consequences. Therefore, threats with as consequences possible accidents and
critical situations were rated high. Due to this, privacy-related issues were not placed
in the list because these issues have no direct impact on the physical safety of a
user, although they may have a huge impact on the deployment related risks
(Section 2.3). A similar reasoning applies for acceptance related issues. A user will
disable a system when there are, for example, too many false alarms. This has no
significant impact on the risk of the users, but it will again have a major effect on the
deployment.
Concluding, the developed system within the integral SAFESPOT project should be
maximal reliable in order to minimize the user related risks, where -indeed- maximal
is a vague description. On the basis of such a system a proper HMI will be designed
according to existing standards and procedures, where extra attention should be paid
to the prioritising of the warnings, in combinations with existing systems and systems
that are added in a later stage to a vehicle or the infrastructure. Furthermore, it
should be clear for the user if the system is operational or not. Finally, between
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countries and provinces, the warnings should be consequent and in the proper
language.

2.3.

Deployment related risks
2.3.1. Introduction of deployment related risks

Within SAFESPOT the deployment and operation risks concern the risks that occur
during the deployment phase and the actual operation phase of the SAFESPOT
system within the European countries. This category includes standardization-related
risks. Within the project the SMA is chosen as the application that has to be
developed and is the base for the risk assessment.
Risk analysis within different European projects gives a first indication of the main
risks related to deployment and operation. Deliverable 6.2.1 “Report on Preliminary
Analysis and Initial Deployment Program” (Albizzati, 2006), describes these risks:
•

Different labelling and measurement of European roads.
There can be confusion concerning the exact location and description of
roads within the different European countries. Initiatives are taken to create a
standardized map of the whole of Europe.

•

Missing gaps in certification and production usage information for drivers.
This might lead to a delay in the introduction of the SAFESPOT system.
Suggestions are made about how to handle new products before market
introduction.

•

Small number of vehicles equipped with cooperative systems.
Road travellers may not be informed in time about potential obstacles and
congestions and the expected benefits of cooperative systems will be to low.

•

Insufficient data sources to provide good quality of service.
End users will be reluctant to use the service as the quality is insufficient or
unreliable

•

Irregular updates make static information becoming obsolete.
This will cause under utilization by the end users.

2.3.2. Overall description of risks found
The workshops resulted in about one hundred deployment and operation related
risks. Many identified risks are identical but have different viewpoints or different
consequences.
In general the found risks can be summarized into the following groups:
•

Risks related to harmonization and standardization.
E.g. no standardization between different car manufacturers or different
implementations for different countries.

•

Risks related to low penetration level/rate
e.g. System installed on few vehicles or little on infrastructure.

•

Risks related to technical complexity.
Although technical oriented, these risks have a direct impact on deployment
and operation.
E.g. Ideas behind the system are too complex and therefore not practical to
implement; the amount of data to process is too large to process in real time.

•

Risks related to HMI
e.g. difficulties in understanding the functions of the system.
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•

Risks related to added value
e.g. accident statistics do not reduce in line with expectations.

•

Risks related to costs
e.g. too high implementation costs; to high maintenance costs

•

Risks related to malfunction
e.g. one failure might become a show stopper; vandalism proof.

2.3.3. Top rated risks
The fifteen deployment risks included in ‘Table 2.2 Deployment related risks’ are the
Top 15 risks identified during the various workshops and brainstorming sessions.
They represent the most significant deployment and operations risks as identified
during the workshops.
Overall the following is noticed:

3

4

5

All threats have a probability of 3 or higher meaning that all are not unlikely to
occur

•

The ratings range from 25 (significant) to 15 (medium-significant).

Threat

Consequences

3

Changes to the data on
roadmaps

Within a year, there will be a highly likelihood
of road attributes to change.
Unless onboard vehicle database is updated,
this will become false and all
applications can fail.

5

5

25

3

Time lag in take-up of the
system resulting in
technology being obsolete
before the system is
implemented.

System becomes outdated which reduces its
utilisation. System providers keep pace with
technology and there is a mismatch between
infrastructure and car system.

4

5

20

1

The degree of trust and
latency on the information
provided

The wrong Information and at an incorrect
time or the correct information at an
incorrect time will most likely imply failure of
the whole system

4

5

20

1,3

Accident statistics do not
reduce in line with
expectations

System fails to demonstrate that accident
levels can be reduced through its use.
System does not generate intended benefits.
Local authorities and road operators
question their investment in it.

4

5

20

2

Difficulties of understanding
the usage
modalities/functions of the
system

improper usage of the system; impossibility
to use the system

4

5

20

View
point
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The content provider(s) can
not furnish information up to
date
Competition between
providers

the system support is insufficient

4

5

20

Incompatibility between systems

≈4

≈4

17

Wild growth of systems in 1
vehicle

Information overload, Wrong decisions,
ignoring of the systems

≈4

≈4

16

3

No real standard,
implementations of the
system differ between
manufacturers

Systems from different manufacturers don't
work together very well

4

4

16

10

1,2

Only a few cars are equipped
with the system

no benefit of the system
System does not work

4

4

16

11

1234

one failure may become a
complete show stopper

slows/stops introduction of system

4

4

16

12

3,4

Operational difficulties and
complex management of the
growing size of information to
be distributed

the network becomes overcharged
significant part of the provided information
get lost

3

5

15

13

3

Lack of equipped
infrastructure

System not having the geographical cover
originally expected.

3

5

15

14

1

High operational and
maintenance costs of
infrastructure sensors

Slow penetration of infrastructure scenario

≈3

≈5

15

1

Infrastructure becomes
inoperable because of
breakdown; software failure;
malicious damage;
external damage;
obsolescence of the
technology.

Localised failure of system decreases public
confidence and the reputation of the
system's perceived reliability.

3

5

15

6

1,2,3,4

7

4

8

3

9

15

Table 2.2 Deployment related risks
All top 15 deployment and operations risks have a significant impact (5), and a
medium to high probability. The viewpoints 1 and 3 are referred to the most in the
found threats (both about 30%). Viewpoints 2 and 4 are referred to a bit less, about
15%.
Conclusion: all the top 15 identified deployment and operational risks are very
significant and need further investigation for mitigation possibilities

2.3.4. Other issues
Next to the threats in the top 15, some the following (category of) threats are also
worth mentioning:
•

Several threats refer to difference between countries/cities. E.g. Troubles of
providing information to international users in their native language; and
different traffic rules differ between cities/countries.

•

Other threats refer to the possible absence of legislation, which might make it
too difficult or even impossible to implement the system.
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•

One other threat worth mentioning is the possible risk of the system
constraining the driver, which could lead to disabling of the system by the
driver.

The top 15 is therefore extended with 3 other risks.

#

View
point

Threat

Consequences

Probability

Impact

Rating

16

123

system constraints driver in
behaviour

drivers disable system

5

3

15

17

3

European level deployment a
daunting task

Non-availability of functions in certain
regions

3

4

12

18

3

In absence of legislation, it may
be too difficult/impossible to
implement the system.

"The system is voluntary and non
compliance is not backed by legal
sanction,

2

5

10

Table 2.3 Extension of deployment related risks after further analysis
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2.4.

Organizational related risks

2.4.1. Introduction of Organizational related risks
This section contains threats regarding the organizational aspects of the system
deployment. Organizational threats are the problems involving the assignment of
roles/responsibilities to the system and the way the actors interface to each other and
cooperate to provide the planned services. On the other hand, this section is not
meant to include the threats regarding the correct implementation of the
responsibilities of the single actors, which is the way they fulfil the roles they are in
charge of.
On D6.2.1 (Albizzati, 2006), following the RAID methodology, the “Organization &
Institutional Issues” category is described as mainly referring to unwillingness of
different partners to collaborate, or improper public private partnerships, as well as
risks of different systems on different roads from different operators.

2.4.2. Overall description of risks found
An important aspect to be pointed out is the different levels in the chain cause-effect
of the threats that are identified. This chain has to be dealt with in the analysis. In
other words, a number of reported risks correspond to the consequences of others.

2.4.3. Top rated risks
The original threats listed within the Organizational and Institutional category were
61. After the analysis the final threats were 11. The analysis steps performed are
described in paragraph 2.1.3: After the removal of threats belonging to a different
category, only 29 were left. The second step, removing duplicates and combining
them created a result of 11.
The final list is reported below:

2

1,3

3

3

Rating

3

Consequences

Impact

1

View
Point

Probability

#

Local (ex. ACI in Italy) or
Global entities are not well
focused and informed on the
system

Slow development of the system

3

5

15

Absence of established
organizational
structure/roles/responsibilities
of the stakeholders

Process critical functions not being carried out,
leading to the detriment of the scheme and
potentially causing an accident. Lack of
procedures and commitments to private and
public actors for acting maintenance operations
in order to guarantee safety function continuity.
Difficulty in defining a sustainable and credible
business model.

3

4

12

Absence of structured
maintenance services

System degrades/system is never operational,
causing low confidence upon the system and
therefore reduced sales by drivers

3

1

3

Threat
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1

Lack of
policy/guidelines/legislation on
a functional level.

Willingness to invest is nil

1

2

2

5

4

Service providers have
troubles in providing services
for the growing geographical
extension of the covered area

Stop of the system operations and delays in
making the system available

3

4

12

6

3

The selling organization is not
widespread

The user doesn't install the system

3

2

6

7

1,3,4

Creating consortia is not
possible due to complexity

System is not implemented

3

4

12

8

3

Logistics and Supply-chain
troubles for furnishing and
replacing component and
information

Stop of the system operations and delays in
making the system available

3

4

12

9

3

Too many players to cope with
for the hardware

The hardware gets expensive

4

3

12

10

4

Very fragmented market due to
many offerings from different
competing service providers

User doesn't accept the system due to
annoyance of having to deal with many parties
or interfaces (HMI). Local market, local focus,
local presence: low market potential.

3

3

9

11

3

Introduction of the Private
Sector for applications beyond
Safety

Efficient use of the infrastructure and quicker
recovery of investments

4

4

16

4

Table 2.4 Organisational related risks
The range of ratings is from 2 to 16, as a result of Probability indexes ranging from 1
to 4 and Impact indexes from 1 to 5. If the original (before grouping) risks are
considered then some “2” impact indexes are found and 1 “5”, but most of them
disappear when averaged after the grouping.
Four main groups can be identified in the selection of risks (see different colours of
table rows):
o

o

definition of roles and responsibilities in general organizational
structure and single services (first four records of the table). These
records regard the risk for the lack of a clear organizational structure
defining the roles and responsibilities of each single actor, both in the high
level structure of the system and in the single functions that the system is
supposed to implement (e.g. maintenance, driver support, etc.). The
consequences envisaged for this group of risks include in first instance
the downgrade of the system due to the fact that some functions are not
carried out, involving possible accidents. In the chain of cause-effect,
further consequences are the decrease of confidence by the driver and
finally the reduction of sales/investments.
lack of resources for single organizations/services (5th and 6th records).
The risks belonging to this group refer to possible troubles related with a
lack of the resources needed for the correct implementation of an
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organizational structure able to ensure the planned functioning of the
system, in particular under-dimensioned selling organization or service
provision. The main consequence here is the unavailability of the system.
o

o

complexity of the organizational structure (7th to 10th records). These
risks are referred to the possible complications of the organizational
structure; rather than the presence of unassigned roles, here the risks of
too many actors for an activity is considered (e.g. too many hardware
suppliers, service providers, etc.) also complications in the components
and information Logistic and Supply chain are included. The
consequences related to this group are more various, ranging from the
system stop to increase of costs and low system acceptance.
A note for the threat “Introduction of the Private Sector for applications
beyond Safety “. This aspect, that should be considered an opportunity
rather than a risk, was already envisaged in the preliminary deployment
programme stage. It was indicated as an important point to be deeply
analysed in the Business & Service Model analysis, recommending a
collaboration with other project dealing with traffic efficiency issues (first of
all the CVIS project).

2.4.4. Other issues
The involved viewpoints found in the Organizational risks are only 1, 3 and 4.
Viewpoint 1 is involved in 3 out of 11 risks, viewpoint 3 in 8 out of 11, and viewpoint 4
in 3 out of 11. Only two risks are linked to more than one viewpoint. It was expected
that a main actor involved in the Organisational issues was the Road Operator
(viewpoint 1). In effect, as already stated in deliverable 6.2.1, the role of the road
operator is crucial. Road operators are the main actor for infrastructure based
applications, which need big investments and whose returns are not immediate
Concluding it can be said that the detailed risk analysis represents a strong
contribution to the process of deployment of the Organizational structure of the
system, providing a complete view of the possible constraints by different entities,
thus aimed at covering all the possibilities. This work represents a strong basis for
the following steps. It is suggested to consider in the mitigation strategy process
development a check on the effective implementation of solutions and their
effectiveness.

2.5.

Political related risks

2.5.1. Introduction of political related risks
Within SAFESPOT the political related risks concern the risks that are related to
changes in political context which defer implementation of ITS within the European
countries. The most evident risk in this category is the risk of “sudden” change in
plans of politicians in “bad” economical periods.
Risk analysis within different European projects gives a first indication of the main
political related risks. ‘Deliverable 6.2.1 Report on Preliminary Analysis and Initial
Deployment Program’ (Albizzati, 2006), describes these risks as well as the risks in
the other categories such as user, deployment, organizational, legal, economical and
technology related. For the category political related risks only one major risk was
identified:
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There is a major risk of political instability in relation to private public partnership
(PPP) constructions for deployment and development. Providing ITS services
becomes a hazardous area of business for the private sector. As a result the private
sector is reluctant to invest in advanced driver assistance systems (ADA systems).

2.5.2. Overall description of risks found
The workshops resulted in 87 political related risks. Many identified risks are identical
but have different viewpoints or different consequences. In general the found risks
can be summarized into the following groups:
Not technical issues but institutional issues. In general it is believed that a properly
functioning SMA can be developed from a technological point of view but the biggest
challenge is to come to necessary agreements by the relevant stakeholders (public
authorities, industry, service providers, etc.). These agreements (such as standards)
are essential for a (cost) efficient development and deployment. Also liability and
privacy issues can be seen as part of this group of risks, they are not of a technical
nature but they depend on how the relevant stakeholders cooperate and are able to
come to consensus and agreements.
Business cases. Who should take the lead and how can a successful business case
be defined? Uncertainty regarding the (expected) benefits (can be different for
different stakeholders; increased safety, profit, jobs, etc.) causes hesitation to take
the lead.
Dynamic political climate. Priorities and perceptions may change rapidly and can
cause the process of development and deployment to be slowed down, become
more expensive or in the worst case to be stopped.

2.5.3. Top rated risks
The fifteen political risks included in ‘Table 2.5 Political related risks’ are the top 15
risks identified during the various workshops and brainstorming sessions. They
represent the most significant political related risks as identified during the
workshops.

View
Point

Threats

Consequences

Probability

Impact

Rating

1

1

Absence of established
standards for interoperability at
EU level

Fragmentation of the EU market.
Frequencies, HMI, signalisation, etc are
in many cases too local/regional. It is
linked to the social context and thus
extremely difficult to harmonise.

5

4

20

2

3

The achievements of SAFESPOT are
not given due recognition.

5

4

20

3

1

Possible legal issues and difficulty to
refund the damage parties

4

5

20

4

1

Low penetration rate or system will not
be implemented

4

5

20

5

2

Public opposes the scheme - reducing
take-up.

4

5

20

6

3

the system effectiveness decreases and

4

5

20

#

Assessment of success of
project based purely on
demonstrations at test sites.
Absence of a clear liability
chain
Public authorities doesn’t want
the high investment in
infrastructure
Invasion of privacy and
anxieties about how personal
data will be utilised.
Unfair competition among
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7

4

8

2

9

1

10

4

11

1

12

different system producers and
content providers
Missing of the respect of the
rules for the services
assignment
Increased safety hazard in the
form of distraction/confusion as
a result of inappropriate HMI
Unreliability of the government
caused by (sudden) in
changes of their policy
There is no business case for
safety systems. Public
authorities are currently seen
as responsible for the
deployment to increase safety
on roads. Nevertheless there is
still not common agreement to
deploy infrastructure
cooperative stems.
Absence of a clear regulatory
context

Lack of political will and no
commitment from decision
makers towards the
deployment of ITS solutions
(legislation, nor funds)

3

13

3

14

1234

15

3,4

Political perception:
government could not perceive
the benefits offered by safety
system based on cooperative
technologies (increasing traffic
safety in urban areas, reducing
accident in motorways black
spots, ...)
one failure may become a
complete show stopper
Wild growth of systems

its costs increase
the system effectiveness decreases and
its costs increase

4

5

20

Societal cost does not justify the
benefits of the system. Reputational
impact to the stakeholders. System does
not meet objectives.

4

5

20

Patchwork of solutions/systems

4

4

16

The infrastructure will be equipped with
a different coverage per country and the
safety system will not work on huge
coverage and might not have the
expected safety results of reduced
accidents.

4

4

16

Absence of commitment in deployment

4

4

16

4

4

16

4

4

16

4

4

16

4

4

16

System does not have the backing of
the politicians leading to reduced
funding/backing from government. This
financial and non-financial investment is
vital to the success of the scheme.
Without commitment from the top, the
deployment of SAFESPOT like functions
will be extremely difficult. Safety is
expensive.

“Leopard spot development”: low
investment for infrastructure
development in certain areas, or worse
countries, having cooperative systems
at leopard spot.
slows/stops introduction of system or
users don't want/trust system anymore
Interference between systems
(technological) Functionality is being
compromised, not optimal

Table 2.5 Political related risks
Overall the following is noticed:
•

Absence of standards and interoperability is a major concern

•

Uncertainty about whom should take the lead as well as a well defined
business case is also a major concern

•

(Changes in) political perception is very difficult to predict but it can be a
showstopper
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•

All threats have a probability of 4 or higher meaning that they are all likely to
occur

2.5.4. Other issues
•

It is very difficult to predict how the political climate may (suddenly) change
due to all sorts of internal and external factors and therefore it is very difficult
to anticipate. But the impact may be very large. Consider for instance the fact
that in the mid eighties a lot of European countries were considering or even
planning to build nuclear power plants when the disaster at Chernobyl
happened (April 26th 1986) and caused all countries to stop their plans.

•

The absence of established standards for interoperability at the EU level is
expected to occur anyhow and should therefore be anticipated. Also the
assessment of the success of the project will very likely be based solely on
the demonstrations at the test sites. It is evident that the demonstrations
should be well planned.

2.6.

Legal related risks
2.6.1. Legal related risks

‘Deliverable 6.2.1 Report on Preliminary Analysis and Initial Deployment Program’
(Albizzati, 2006) has already provided a useful insight into the risks and legal aspects
which will be considered in the BLADE sub-project. Five categories of research were
identified as important to the successful deployment of SAFESPOT:
1.
•

•

•

New and enhanced risks to the public:
Such risks would include erroneous telematic signals from the vehicle or
infrastructure which could affect other road users and infrastructure
managers, such as public safety answering points and data fusion
centres.
Comparative research as between ADAS (Advanced Driver Assistance
Systems), as researched within the RESPONSE projects, and cooperative systems, such as SAFESPOT.
The role of the public sector in providing sensors to transmit or confirm
data, involving public authorities in new legal exposures.

2.

In co-operative systems, the allocation of responsibilities has assumed a
new significance as a result of the number of parties involved in making
the system work. It would be important to determine what each actor can
control in his offering to the system and to try to allocate responsibilities
inside the system on pre-determined criteria as to the basis of liability,
whether fault-based or strict.

3.

The need for pre-agreed investigative processes to be deployed in the
event of any significant system failure.

4.

The need for a collective response to restore the system, in case of
failure, both to provide continuous service to users and to restore public
confidence in the system. How this may be achieved will be researched
as part of the BLADE sub-project.

5.

Development of an effective way to resolve disputes amongst the
community of actors involved in delivering the system to avoid costly
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litigation. Actors may well agree to be bound by the outcome of
arbitration, mediation or other forms of alternative dispute resolution
(ADR).
These preliminary considerations for a deployment program for SAFESPOT
provide a useful building block for the development of the constraint analysis
which itself provides the means to identify additional legal issues for research.
Early identification of the issues or risks that could prevent or hinder the
implementation of the SAFESPOT system and development of mitigation
strategies for the significant risks to reduce or remove their impact on
SAFESPOT will provide considerable assistance in smoothing the path towards
successful deployment.

2.6.2. Overall description of risks found
The following legal risks were identified:
Liability Risks
In analysing the legal risks, it was interesting to note that many of those identified
and included in the constraint analysis dealt with liability issues, including the legal
liability exposure of actors delivering the system; legal liability for ownership, storage,
use and transmission of data through the SAFESPOT system; and the legal liability
for restoring the system, in the event of failure.
Legal liabilities will be researched under WP6.4 but the fact that liabilities were
identified as a risk by workshop participants reinforced the need for timely
investigation into how liabilities might be defined and managed. Part of the legal
research will focus on the exposure of the actors involved in the applications in
SAFESPOT, as an important consideration for deployment.
The basis on which to provide an overlay of legal liability mapping would ideally be
the output from the organisational architecture which derives the elementary activities
of each actor and maps them onto the value chain of the service. This would provide
a diagram of the technical and functional links between the actors over which a legal
liability matrix could be placed. Legal liability/responsibility mapping may also be
achieved by analysing specific scenarios of application use and determining the
individual responsibilities of the actors. This methodology will be used in the initial
research into legal aspects.
Liability and insurance issues were addressed in the RESPONSE 2 project and are
referred to in ‘Deliverable 6.2.1 Report on Preliminary Analysis and Initial
Deployment Program’ (Albizzati, 2006) section 2.2.3.2. Co-operative systems will
involve even more legal complexities than ADAS because more parties are involved;
there are growing technical interdependencies between vehicles and between
vehicles and the infrastructure which may lead to system failure; and there are
questions of financial compensation of losses of road users or other third parties
which are governed by non-contractual law.
Lack of clarity as to where the legal exposure lies for ownership, storage, use,
transmission and broadcasting of data generated through the SAFESPOT system is
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also a significant risk. Actors will be unsure of their legal standing and may not wish
to become involved in widespread deployment until their liability exposure is
formalised. It will be important for the system providers to understand and respect
the sensitivities of personal data handling and use and the privacy laws governing
these issues. Drivers/end users will also want to be assured that their personal data
is being handled properly and will not want their privacy invaded. Privacy issues
could provide significant problems if they are not handled properly and could
drastically affect user take-up.
The legal liability exposure and responsibility of actors providing the system will need
to be defined in case the system malfunctions and may be found to be the cause of
an accident. It will be important that every contributor to the system is responsible for
his offering to the system and for what he can control in respect of it. The
technological development of the system might best be done on a modular basis to
make clearer the legal responsibilities of the module owner. If the system were to
malfunction, it would be easier to identify the defaulting party from whom to seek
redress.
Research will be undertaken under WP6.4 Legal Aspects into the feasibility of setting
up a “without prejudice” restoration fund which, in case of failure of the system, would
affect the requisite repairs as quickly as possible both to restore the system services
and to restore public confidence in it. The cause of the failure would then be
investigated and reparation sought from the defaulting party. It will be important,
therefore, to define which parties will be responsible for restoring the system in case
of failure or if it were to malfunction and be deemed to be the cause of an accident.
Harmonisation of Legislation
Legislation and regulations are not harmonised across the EU with regard to liability
issues and statutory requirements leading to a lack of consistency across the EU and
actors being unsure of their legal standing. There is also a lack of consistency with
regard to driving codes, fines and penalties.
Lack of consistent standards and requirements, both of a technical and regulatory
nature, might well lead to the inability to comply with regulations. A standardised
approach to the technical development of the system would reduce the problems
associated with widespread implementation.
The regulatory testing frequency of the Safety Margin Assistant will need to be
harmonised throughout European Member States to ensure it is working properly and
providing correct information. In this way, reputational damage of the system itself
and of the actors providing it would be avoided.
Legal Evidence and Product Liability
Issues of legal evidence and product liability were not raised as risks in the constraint
analysis and will be researched under Legal Aspects in WP6.4. Some relevant fields
of law, such as product liability, have been harmonised by European Directives,
resulting in a broadly harmonised system across Europe.
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Electronically-stored data and data in respect of driver performance could well be
used in criminal and civil court actions, bringing even more complexity to legal
procedures. There are, however, inherent risks in using personal data which could
put actors in breach of privacy legislation; the predominant risk would be the effect on
public acceptance of the system.
Legal Compliance
It will be essential for SAFESPOT to be legally compliant with existing national and
European laws, not least with privacy and environmental legislation. It would need to
be clearly understood that SAFESPOT is a voluntary system, providing advice to the
driver but the driver is always in control, free to make his own decisions and has the
option to follow the advice or not. If it were ever to transpire that SAFESPOT could
control the vehicle, this would constitute a breach of the Vienna Convention (1968)
Regulations pertaining to the requirement that the driver is always in control.
The actors in the SAFESPOT system will also have to be aware of potential risks that
might arise as a result of future legislation, for example, if laws were to be introduced
which limit the number of vehicles on the road because of the effect of the CO2
emissions on global warming/climate change. If this did happen, investors in the
system would not have the target market they expected from which to recoup their
financial returns, as the deployment of the system would be limited.
Spread of Risk
None of the legal risks in the constraint analysis relates to only one viewpoint –
whether on the supply or demand side. All identified risks relate to three or four
viewpoints. The reasoning behind this is that the system, content and service
providers (Viewpoints 3 and 4) would be keen to define their contractual relationships
as between each other in the delivery of the system and understand their legal
exposure in becoming part of a co-operative system. Equally, public authorities; road
managers; drivers; probe drivers; and vulnerable road users (Viewpoints 1 and 2) will
also want to know that the system is safe and that if things were to go wrong, those
legally responsible for repairing it will do so swiftly to retain public confidence and
that financial compensation might be available for loss of service.
Viewpoints 3 and 4, who will be providing the system and services for widespread
deployment and maximum take-up, would be keen not to infringe existing national or
European privacy legislation; have harmonised legislation throughout European
Member States; and have contractual arrangements in place to deal with data
storage, ownership and use. Equally, Viewpoints 1 and 2 will want to be able to
make use of a seamless service throughout Europe; and to know that the privacy of
the data that is being generated by them (in the case of Viewpoint 1) and about them
(in the case of Viewpoint 2) will not be breached.
Legislation to Encourage Market Deployment
Whilst the threats and their consequences are identified in short, clear-cut sentences,
in many instances lengthy discussions took place at the brainstorming sessions
before the risk could be identified. It was sometimes difficult to articulate the risk or
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threat but participants would be aware of an issue which could surround, for
example, deployment or marketing but result in a legal risk.
One such instance involved discussion about whether the Safety Margin Assistant
was an advisory tool (i.e. the driver is given information which he may or may not
choose to follow) or whether the Safety Margin Assistant required the driver to follow
the information it provided, in which case it would have to be mandated and have
legal backing. Whilst the SAFESPOT Technical Annex says: “In the SAFESPOT
scenarios, the driver will still be responsible for the vehicle, but will be supported with
appropriate suggestions in terms of speed, headway, etc. . . .”, it also suggests in the
SAFESPOT vision that: “Now the SMA is on all vehicles, is required by law . . .”. The
overriding questions which would arise would be:
•

•

If the SAFESPOT system were to be marketed as a voluntary system, would
take-up of it provide sufficient market penetration to provide the required
benefits? and
Would the system only achieve critical mass if it were legally mandated and
legally enforced?

These risks would then become deployment risks and a decision may be made to
legally mandate the SAFESPOT system in order to ensure widespread deployment.
An additional deployment risk which springs from a legal risk is that planning
permission for infrastructure may become difficult to obtain, resulting in the
widespread deployment of the system being delayed.
Insurance Risks
Whilst no legal risks related to insurance were proposed for the legal category of the
constraint analysis, several insurance issues were raised, for example: “Insurance
companies do not provide incentives for system installation on vehicles”. A similar
issue related to the availability of insurance being a possible incentive to public
acceptance of the system was raised at a workshop. The suggestion was made that,
if insurers were to support the SAFESPOT system by, for example, insuring
equipped vehicles at reduced premiums, this might well aid successful deployment.
The consensus amongst participants at the workshop was that insurers would only
be inclined to reduce premiums if they had evidence to support that the safety
features actually worked. They would expect to see statistics showing that the
number of road accidents and near-misses had reduced as a direct consequence of
the SAFESPOT system before envisaging reducing premiums and that vehicles
equipped with the SAFESPOT system were, as a consequence, a better insurable
risk than other vehicles.

2.6.3. Top-Rated Risks
The fifteen legal risks included in ‘Table 2.6 Legal related risks’ are the Top 15 risks
identified during the various workshops and brainstorming sessions. They represent
the most significant legal risks to the successful deployment of SAFESPOT, as
shown by the overall rating they have been given.
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•
•
•

•

•

Of the fifteen risks, eight have been assigned probability ratings of 4
indicating that it is probable that the risk will occur.
Seven have been rated as 3 (probability rating) indicating that the risk is likely
to occur.
The eight risks with a probability rating of 4 have each been assigned an
impact rating of 5 indicating that if the risk occurred, it would prevent
deployment entirely.
Of the seven risks with a probability rating of 3, three have an impact rating of
5 indicating that if the risk were to occur, it would prevent deployment entirely;
one an impact rating of 4 indicating that if the risk were to occur, it would
cause significant problems with deployment in terms of delay or over-spend;
and three an impact rating of 3 indicating that if the risk were to occur, it
would cause some problems with deployment that would be unlikely to be
contained within forecasts or budget.
Ratings range from 20 (significant) to 9 (medium-rated).

The legal issues raised by these risks demonstrate the need to develop clarity in
respect of important problems which, if left unaddressed, could create significant
deployment barriers to SAFESPOT. The risks that have been identified will be
researched during the course of the project under Legal Aspects in WP6.4. Solutions
or mitigation strategies will need to be sought for the most significant risks and
assignment of responsibility for those strategies made. For example, one of the legal
risks identified in ‘Table 2.6 Legal related risks’ relates to difficulty in security
planning permission for infrastructure.
This could, in effect, be a potential
showstopper because the infrastructure plays such an important role in the
SAFESPOT system. A potential mitigation strategy might well be to discuss with
local authorities/local governments how their planning system might accommodate
more timely grant of planning permission for a system that will provide greater safety
on their roads in order to provide timely mitigation of that risk.

3

Rating

2

Impact

1

Consequences

Probability

#

1, 3, 4

Proper market deployment of
SAFESPOT cannot be achieved
without legislative backing.

Voluntary take-up of the system does
not provide sufficient market penetration
to provide the required benefits. It is
only when legislative backing is provided
that critical mass is achieved.

4

5

20

1, 3, 4

Potential legal liabilities attaching
to the various participants
providing the system are not
identified or poorly defined or
understood.

Participants are unsure of their legal
standing in this regard and may not wish
to become involved in widespread
deployment unless and until their liability
exposure is formalised.

4

5

20

1, 3, 4

Legislation and regulations are
not harmonised across the EU
with regard to liability issues and
statutory requirements.

Lack of consistency across the EU
resulting in participants being unsure of
their legal standing in this regard.

4

5

20

Viewpoint

Threat
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4

5

6

7

1, 2, 3, 4

Invasion of privacy - users are
resistant to perception of driver
monitoring and the "Big Brother"
syndrome.

The need to know the fate of any data
collected on individual drivers. Reduced
driver take-up or requirement from the
system providers that they will pay if
there is any breach or provide incentives
for use of the system.

4

5

20

1, 3, 4

No clear understanding as to the
legal liability for ownership,
storage, use, transmission and
broadcasting of data generated
through the SAFESPOT system.

Participants are unsure of their legal
standing in this regard and may not wish
to become involved in widespread
deployment unless and until their liability
exposure is formalised.

4

5

20

1, 2, 3, 4

Lack of harmonisation of traffic
legislation, driving codes, fines
and penalties in European
Member States.

Difficulties and inconsistencies would
arise as to right of way in different
circumstances presented by the SMA
which could lead to accidents.

4

5

20

1, 3, 4

Difficulty in securing planning
permission for infrastructure.

Essential infrastructure is unable to be
installed. The system cannot be
properly deployed on a Europe-wide
basis.

4

5

20

Every contributor to the system should
be responsible for his offering to the
system and for what he can control in
respect of it. Technological
development of the system might best
be done on a modular basis to make
clearer the legal responsibilities of the
module owners. In this way, when the
system does malfunction, there will be a
forensic trail which will lead to the fault
and the owner of it.

4

5

20

8

1, 2, 3, 4

Lack of clarity of the legal liability
exposure and responsibility of
actors providing the system when
the system malfunctions and may
be found to be the cause of an
accident.

9

1, 2, 3, 4

The system does not comply with
existing national and European
privacy legislation.

System cannot be implemented.

3

5

15

1, 2, 3, 4

Lack of clarity as to who is legally
responsible for restoring the
system (and public confidence in
it) if part or all of it fails.

All engineering solutions have a
propensity to fail. Arrangements should
be put in place to provide a "without
prejudice" restoration fund which would
get the system up and running as
quickly as possible to restore public
confidence in it. Investigation should
then be made as to the cause of the
fault which would be used to improve
the system and to seek reparation from
the defaulting party.

3

5

15

1, 3, 4

Legislation/regulation to reduce
CO2 emissions discourages use
of vehicles to the extent that
SAFESPOT is not considered to
be financially viable.

The number of vehicles on the road will
be reduced providing a smaller market
for the SAFESPOT system, reduced
services from it and an insufficient base
from which contributors to the system
will be able to recoup their investment.

3

5

15

10

11
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12

13

14

15

1, 3, 4

Inability to comply with
regulations as a result of lack of
consistent
standards/requirements (e.g.
technical/regulatory) across EU
Member States.

The system is not approved for
implementation. Modification of the
system would be required before
widespread implementation.

3

4

12

1, 2, 3, 4

System contravenes other EU
legislation (for example the
Vienna Convention (1968)
regulations pertaining to the
requirement that the driver is
always in control.

System contravenes current regulation
potentially impacting all participants
leading to reputational damage to the
system and those involved in it.

3

3

9

1, 3, 4

Implementation is not
environmentally friendly.

Societal cost does not justify the
benefits of the system. Reputational
impact to the stakeholders. System
does not meet objectives.

3

3

9

1, 2, 3, 4

Lack of harmonisation as to the
periodic frequency of regulatory
testing of the SMA.

This could potentially reduce the user
base for service providers. Wrong
information could be received by the
user impacting the reputation of the
service providers.

3

3

9

Table 2.6 Legal related risks

2.6.4. Other Issues
There is an ever-increasing demand for transport within Europe, resulting in
congestion and road accidents and fatalities. The SAFESPOT system is seen as an
enabling tool for the driver, providing him with information about his driving
environment to assist him in making more informed decisions about his driving
performance to avoid accidents. If the SAFESPOT system is to be a market
success, the issues that might hinder or delay deployment need to be addressed
before market launch. Actors delivering the system will require certainty as to their
legal exposure and what can be done to reduce it. As part of our research on legal
liability issues, solutions will also be suggested as to how liability exposure might be
managed and minimised. Drivers/end users will also want to be assured that the
system will reduce and not increase the risks they face in driving their vehicles and
that there are mechanisms in place to provide restitution if things go wrong.
There is already a programme of research on legal aspects related to the deployment
of SAFESPOT. The development of the constraint analysis has reinforced the need
for the research and for seeking solutions to the problems that may arise. Legal risks
comprise only one category in the overall constraint analysis but an important one.

2.7.

Economical related risks
2.7.1. Introduction of economical related risks

According to SAFESPOT (free from Berghout, 1999) economic risks are”…. risks
concerning business cases and policy cases. Also financial, the willingness-to-pay
and the cost of the system are threats that fall into this category. …”.
The risk analysis gives a first indication of the main risks related to the economical
and the financial context.
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Useful information concerning this category is coming from the analysis of several
European projects to be found in the ‘Report on Preliminary Analysis’ (Albizzati,
2006) that describes these risks:
•

“Insufficient funding provision. This jeopardizes the implementation of new
ITS services (RAID). Continuity of funding provision is mentioned as
important issue in the ADVISORS project, not only the availability of funding.
Especially the high cost of investment, which is required for the further
development of ADA systems.

•

Perceived high costs of information by travellers. Under utilization of a service
and high cost for travellers to obtain information (RAID). Response 2 is
mentioning this issue in their Code of Practice. Mainly the promotional issues
are important next to a provision of a basis for market introduction. This issue
is also mentioned in Prosper and Advisor. Advisor rates this risk very high
considering the implementation of ADAS.

•

No payback in deploying ITS services on secondary transport axes.
Commercial vehicles will be constrained to use primary roads.

•

100% reliability of sensors too costly to develop (longitudinal collision and
automated vehicle control). There will always be hazards arising from the use
of this functionality that drivers will find unacceptable.

•

Too high costs to equip and maintain highways with sensors. Deployment of
sensors and transponders will be poor and will restrict the ability of drivers
use vehicle lateral collision avoidance functionality.

•

Some highways devoid of sensors because of costs. Some incidents will go
undetected and it will be difficult to manage the effects of others.

•

Requirement for a minimum level of penetration and successful market
introduction. In opposite to autonomously working safety systems, like airbag,
ACC, ESP, vehicle-vehicle communication requires at least one
communication partner within the communication range. Therefore, the
introduction is more difficult as the system may not develop its benefits at
once but only on a progressing penetration rate. This phenomenon is known
as the benefits from network externalities. In the CarTalk project, market
introduction scenarios are developed for Information and Warning Functions
(IWF). These scenarios aim at providing a clear benefit for the very first
customer, paving the way for an increasing penetration rate. The various
scenarios proposed include (1) to equip police cars, ambulance vehicles and
service vehicles of automobile clubs with vehicle-to-vehicle communication;
(2) to equip road works with IWF-beacons; (3) to equip a set of lights with
IWF-beacons, indicating actual and variable speed limits, dangers like fog,
slippery road or accidents; (4) to obtain support from insurance companies,
lower premiums as a result of lower risks of damages; (5) to generate value
added services, like hotspots providing free downloadable multimedia and
electronic advertisement.” (pp 41-42, Albizzati, 2006)

Most of the above issues are valid for ADA-systems. The complexity of SAFESPOT
introduces a new element to be deeply analysed, for example road operators are
expected to be key subject for the deployment of SAFESPOT, whereas they have a
minor role for the deployment of ADA-systems.
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2.7.2. Overall description of risks found
The risk identification workshops resulted in about one hundred economic related
risks. In general these risks can be summarized into the following groups:
Higher cost of the system
The risks relating to the high cost of the system could have an impact on the various
stakeholders and final users, mainly in terms of their unwillingness to adopt, maintain
or upgrade the system:
•

The high costs of the system could seriously impact the final user
acceptance, because of their unwillingness to pay for acquiring the system
and for upgrading the system.

•

The high cost could also be seen in terms of infrastructure adapting or
upgrading. This could have an impact on the infrastructure companies that
manifest their unwillingness to install or maintain the system.

•

Also car makers could react to the high cost of the system by not
implementing the system on automotive products.

•

High cost of the system could have consequences in terms of limited
deployment of the system, both because of a limited update with newer
technologies, and because the system will not be deployed on the entire road
network.
Limited deployment of the system could have consequences in terms of
unsatisfactory performances.

•

Higher cost than benefits in the short and mean term. This means that in an
initial stage the users will have a higher perception of the costs compared to
the benefits related to the system. Indeed the benefits of the system are
proportional to its deployment and this process will take time.

Financial commitment
The risks relating to the financial commitment are adverse events that threat the
development/deployment of the system due to a complex business model and the
unwillingness of the stakeholders to give financial support to the system
development/deployment.
•

The lack of a financial commitment from stakeholders could be a threat in
terms of the lack of the necessary premises for the future development of the
system; delay on system development/deployment;

•

Lack of public commitment. If public authorities refuse to do big investment
in infrastructure, there could be the threat of a low penetration rate or even
the lack of the necessary conditions for SAFESPOT’s development;

•

The high complexity of the business model could have consequences in
terms of no implementation or partial implementation of the system and delay
of the development plan.

•

The lack of consensus between stakeholders could generate a problem in
terms of system deployment, with small safety benefits;

•

Unclear added value for system and service providers could have
consequences in terms of the unwillingness to take more investment from
services providers and system providers. The consequences are no
development of services and stop producing/investing in parts.
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System Supply
The risks relating to system supply are adverse events concerning the territorial
extension and the costs of equipment provision across Europe.
•

The provision of equipment across Europe at all relevant points could
generate delays relating to the development of the system;

•

The large involvement of communication/commercialisation channels
(due to large territorial coverage) could cause high costs of SAFESPOT’s
exploitation.

Costs and Benefits Balance
These risks concern the unclear or negative balance among costs and benefits. The
consequence is unwillingness of stakeholders to adopt the system.
•

Unclear allocation of costs and benefits could make stakeholders reluctant
to invest in the system causing a delay in the project plan;

•

Costs higher than benefits could dissuade public authorities and road
managers to give support to the system deployment.

•

Problems of benefits perception could have a negative response of public,
leading to reduced level of take-up.

Acceptance
These risks concern the unwillingness of stakeholders (final users, OEM, institution)
to adopt/install the system. These risks have consequences in terms of launch of the
system and in terms of its performance.
•

Lack of user acceptance could have consequences in terms of reduced
level of take-up and services not sold. This will cause performance problem
due to a limited coverage of the system.

•

Lack of OEM acceptance means no introduction of the system on the
market.

•

Lack of public acceptance/commitment, could be in terms of unwillingness
to finance the system or no synergy with other political measures (e.g. pay
per use). This could cause a low penetration rate of the system.

Market
These risks concern uncertainties about market variables, such as demand, the
competitors and selling volumes. This could cause bad investments.
•

Uncertainty in the demand forecast could cause mistakes in the investment
plan and therefore lower profits in respect to those planned.

•

Sales lower than expected means that revenues will not compensate the
investment.

•

No or weak marketing campaign and promotion means that users don’t
know or install the product with consequences on its deployment and take up.
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2.7.3. Top rated risks
The eighteen economic risks included in ‘Table 2.7 Economic related risks’ are the
Top 18 risks identified during the various workshops. They represent the most
significant economic risks.
Each risk has been given a number, which will be used, in the following sections of
this paragraph.
Rating

Impact

Probability

View
Point

Threats

Consequences

1

2,3

the system is too expensive
(install/maintain)

Car makers will not implement
the system

4

5

20

2

1

the system is too expensive
(install/maintain)

limited update of the system
with newer technologies

4

5

20

3

1

Lack or slow investment in
infrastructure components by
road operator

5

4

20

4

1,3

the system is too expensive
(install/maintain)

5

3

the system is too expensive
(install/maintain)

6

1

7

1

8

1,2,3,4

the system is too expensive
(install/maintain)
public authorities doesn’t want
the high investment in
infrastructure
complexity of the business
model (public and private
border line, etc.)

9

3,4

The marketing/education
campaign is unsuccessful

10

1,2,3

the system is too expensive
(install/maintain)

11

1

the system is too expensive
(install/maintain)

12

2

the system is too expensive
(install/maintain)

13

1

the system is too expensive
(install/maintain)

14

1

15

1,2,3,4

#

public authorities don’t want the
high investment in infrastructure
complexity of the business
model (public and private
border line, etc.)
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Delayed deployment
Unwilling to finance the
infrastructure maintaining
(system becomes obsolete)
database is not regularly
updated and becomes
unreliable

4

4

16

4

4

16

Unsatisfactory Performances

4

4

16

system will not be
implemented

3

5

15

No implementation

3

5

15

Reduced levels of take up

3

5

15

4

3

12

4

3

12

Final user doesn't buy the
system
the system will not be
deployed on the whole road
network
System becomes a gadget
System is not developed
publicly - system becomes a
gadget

4

3

12

4

3

12

low penetration rate

3

4

12

Partial implementation

3

4

12
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16

3

17

4

18

13

Provision of equipment across
Europe at all the relevant points
Users won't pay extra for
services
government not willing to pay
for new equipment

Developments takes long

4

3

12

services can not be sold

4

3

12

low penetration rate

3

4

12

Table 2.7 Economic related risks
Concerning the top 18 risks the following is noticed:
•

five have an impact rating of 5, 7 have been rated as 4, and finally 6 have
been rated with 3.

•

The majority of threats have a probability of 3 or higher, meaning that all are
not unlikely to occur. In particular: Eleven threats have a probability rating of
4, 6 have been rated with 3, and only one has been rated 5.

•

The ratings range from 12 (medium-significant) to 20 (significant).

Analysis
From the risk analysis emerges that the more serious economic risks both in terms of
probability and impact are the following:
Risk 3 “Lack or slow investment in infrastructure components by road operator could
cause Delayed deployment”. Probability 5, Impact 4.
This is considered the risk in absolute more probable and with a serious impact on
the project success.
Risk 1” if the system is too expensive (install/maintain), Car makers will not
implement the system. Probability 4, Impact 5;
Risk 2 “if the system is too expensive (install/maintain) this could cause a limited
update of the system with newer technologies”. Probability 4, Impact 5;
All These risks are related to potential higher cost of the system that could impact on
road operator investments and car makers’ decisions. This means problems in terms
of correct deployment of the system and its performance.
In any case the majority of the economic risks emerging in the workshops are related
to the higher cost and a very few concern the market and business case. The
absence of the market orientation in an enterprise/project can compromise the ability
to survive, to have success and to adapt itself to the environment changes. For these
reasons these aspects should be deeply analysed and solutions or mitigation
strategies will need to be sought.

2.7.4. Other Issues
All viewpoints are found in the Economical risks. Viewpoint 1 (Public Authorities and
Road Operator) is involved in twelve out of eighteen risks; Viewpoint 2 (Private
Motorist) is involved in five risks out of eighteen risks; viewpoint 3 (Industry and
System providers) in 9 out of 18, and viewpoint 4 (Service Providers) in 4 out of 18.
Seven risks are linked to more than one viewpoint. The actors mainly involved in the
economic issues are the Public Authorities and Road Operators. In effect, as already
stated in deliverable 6.2.1: "The role of road operators is crucial".
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2.8.

Technology related risks
2.8.1. Introduction of technological related risks

In respect to the constraint analysis, technology related risks are concerned in a
wider perspective than ‘standards’ or ‘integration/convergence of techniques’. Next
besides to standardisation, the scope of the analysis also comprises issues about the
way the technology is put to the market, about the way the technology can be
maintained and about the way the technology is perceived by the user (trusted).

2.8.2. Overall description of risks found
The 5 workshops resulted in about 139 technology related risks, which where
reduced to 24 after filtering on doubles and project management risks. A number of
these identified risks are identical but have different viewpoints or different
consequences. Frequently mentioned technology risks were:
-

risks related to non-interoperability

-

maintainability

-

future developments in relation to the standards

In general most of the technology related risks can be summarized into the following
groups:
1. standardization issues, where a couple of different standardization
issues are raised both on geographical and platform scale.
2. maintainability of the different sensors that are needed to maintain
reliable warnings of the SAFESPOT system.
3. upgrade possibilities of the system itself in relation to costs, user
acceptance and penetration rate.
4. acceptance and trust of the user in relation to the system: “can this
new technology be trusted?” Also issues related to data recovery and
storage were mentioned. Trust or the lack of trust of the user can be
greatly influenced if the system fails.
5. market up-take combined with penetration rates, this relates strongly
to the managing of expectations of the system, but also to
standardization (car manufacturers don’t want to install the system in
their cars).
This indicated the wide range of risks that were encountered in this category. It also
makes clear that there is a strong relation between the different categories, which will
be important in the formulation of the mitigation strategies.

2.8.3. Top rated risks
In ‘Table 2.8 Technology related risks’ the top 14 of technology risks can be found.

Threat

Consequence

Probability

Rating

1

View
point

Impact

#

3

Wireless network are regarded
as a risk/danger from a health &
safety perspective

Wireless networks are becoming a hot
topic in respect of health & safety and
there could be a long lead-in time which
may not coincide with the projected
launch date of the system.

4

5

20
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2

3

No auditable trail of data to
determine where and when
there were failures in the system
for the purposes of legal action.

3

2

Invasion of privacy. Concerns
about how personal data will be
used.

Reduced level of support for the system
from the public in the absence of any
incentives for them to use it.

4

5

20

4

1

Inability to implement a proper
maintenance regime for the
infrastructure technology

Sensors not working, causing localised
failures in the system

4

5

20

3,4

The system is technologically
too complex

This complexity causes buggy early
versions, inability to provide the full
service and possible complete system
failure

4

4

16

Critical situations may occur or even
accidents causing liability issues to arise

4

4

16

The cooperative data fusion will result in
bad advices or will draw not the expected
conclusions due to different not correctly
evaluated sources.

4

4

16

5

6

1

The collected data proves to be
inaccurate (either by faulty
communication or corrupted
data)
The information of the detected
data cannot be compared and
cooperatively merged because
no common agreement about
accuracy and reliability of
detected information between
different suppliers can be
reached.

Inability to measure effectiveness of the
system, impacting on investment in the
system by all stakeholders. Stakeholders
may attract liability issues as a result.

4

5

20

7

4

8

1

Inability to maintain pace with
future technology developments

The system becomes obsolete which
reduces the benefits of the system
nullifying its utilisation

4

4

16

9

1

Lack of clarity as to the
opportunities for use of data
collected

Inability of the road operators to enforce
non-compliance with system advice

3

5

15

1

Time lag in take-up of the
system resulting in technology
being obsolete before the
system is implemented.

System becomes outdated which reduces
its utilisation. System providers keep
pace with technology and there is a
mismatch between infrastructure and car
system.

3

5

15

11

1,2,3

No standardised in car platform
is provided preventing
cooperation between CVIS and
SAFESPOT and 3rd party
equipment

Wild growth of different systems in one
car and on the road, increasing
investments costs and information
overloads of the driver

4

4

15

12

3,4

The system provides wrong
information to the user

This wrong information causes accidents
and lack of public confidence in the
service

4

3,5

14

3

The system is not widespread
enough to make important parts
of it feasible (due to penetration
needed)

Implemented system can not function as
desired. EU vision suffers delays in
implementation. Impact on objectives and
take-up of the units.

5

3

13

10

13
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14

The OEM's don't want to
integrate the system into their
car

3

Different standards will develop, leading
to a format war and slowing down take up

4

3

13

Table 2.8 Technology related risks
Top rated
The top rated risks can be divided into the following categories. First complexity
which is mentioned on different scales. Secondly reliability, sometimes in
combination with market uptake and penetration, thirdly the standardization as issue
is important as well. Two other important issues which relate strongly to the already
mentioned issues are cost benefit balance and use acceptance.
The consulted stakeholders have rated the complexity of the SAFESPOT system as
high. If the user does not understand the system, it will be disregarded or switched
off. This will have a substantial impact on the penetration rate. Also for the design of
the system the complexity is mentioned as a crucial factor. This has its impact on
reliability constraints, pan-European interoperability and the ability to maintain the
system.
Reliability is mentioned by stakeholders in a number of ways:
-

the collected data has to be reliable enough to ensure messages that are
accepted by the user

-

the overall reliability should be high enough to enable commercial services

-

the integrity of the system should be maintained in such a way that hackers or
wrong usage will not affect user acceptance

-

the data stored or logged into the system should be regarded as ‘trusted’ in
case of accidents or legal actions.

Standardisation is an important issue for maintainability and integration of the
different components. System integration will fail if standards are defined on a
general level. This will result in substantial higher production cost, lock-in of brand
specific solutions and thus lower penetration of SAFESPOT services.
The lack of balance between cost of the system (technology) and societal benefits is
a barrier for the willingness to buy from the user.
For user acceptance is important that data storage or event-logging of where and
when will not invade the privacy of the user.
Frequently mentioned
Fifteen threats refer to different implementations in different countries. This is
interpreted as follows: although there are standards, the complexity of the
SAFESPOT services inhibits coherent deployment throughout the EU-countries. This
will result in local and non-interoperable SAFESPOT applications and finally affects
the minimum required level of penetration, necessary to maintain a minimum level of
service.
Twelve threats refer to the long-term maintainability of SAFESPOT technologies. In
the future, new technologies, e.g. sensors or detection algorithms, will become
available. The expected use of SAFESPOT services will fade-out or decline in
penetration:
•

if the cost of maintenance will be to high
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•

if replacement of the currently used technologies results into incompatibility

•

if replacement of components is inhibited (technology lock-in)

It is important to take into account that if SAFESPOT applications or services do not
make use of a standard in-car platform, the cost of production will be higher.

2.8.4. Other issues
An interesting risk that was mentioned from a user point of view was that radiation
from sensors and/or wireless networks are regarded as a risk to health and safety.
For a high level of user acceptance this should be thoroughly investigated by the
suppliers of the technologies addressed.
Most of the risks were related to Viewpoint 3 (The industry; 45 of 79). In the chain of
actors, technology related risks refer in most cases directly to the system suppliers
and the service providers. Management of these risks are primarily the responsibility
of these actors. They are in the position to formulate mitigation strategies, targeting
the end-users.
To the stakeholders consulted, it is obvious that standardization is a precondition to
successful deployment of SAFESPOT services. In this way, standardization refers to
a common in-car platform, which enables the SAFESPOT services to be built from
the available components. Also standardization is required for long-term
maintainability of the services and to ensure pan-European interoperability.
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3. Conclusions
3.1.

Main findings on all risks

The first version of the constraint analysis identified 683 risks. After reprocessing,
however, a total of 229 risks remained. An additional iterative step was needed to
redistribute the incorrectly-categorised risks to the correct categories, although this
resulted in only small changes to the various categories overall. The distinction to
which category a threat belongs was not always straightforward. Several threats are
still in more than one category. The risks were categorised into seven categories to
keep the number of risks workable and more importantly to be able to identify double
threats from the different workshops.
There were two principal reasons for the reduction of the overall number of risks to
almost one third: first, there were about 100 risks that were identified as project
management risks (which have been excluded from the constraint analysis, as they
do not relate to the deployment of SAFESPOT but rather to how the project itself
should be managed according to the Technical Annex); and second, a large number
of risks had been duplicated demonstrating that stakeholders from different
perspectives had identified the same or similar threats to the proper deployment of
the SAFESPOT system. Stakeholders also appeared to have a similar focus relating
to the risks that could impact on SAFESPOT.
Risk ratings varied from 1 to 25. The average rating was, however, high. The top
rated risks were further analysed per category in the report, although all risks were
scrutinized to make sure all important risks were identified and taken into account.
Another interesting point was that, whilst some risks were identified as ‘potential
showstoppers’, their rating (which was generally 20 or more) did not appear to reflect
that as a result of the low level of probability of occurrence. A showstopper is a risk
that has the potential to halt the complete further deployment of SAFESPOT,
therefore it is to be hoped that none of the risks identified as “potential showstoppers”
will impact the SAFESPOT system as the result would almost certainly mean that
SAFESPOT could not be deployed at all.

3.2.

Evaluation of methodology

The RAID (Risk Analysis for ITS Deployment) methodology was used in the
workshops and brainstorming sessions to identify threats, defined as “events that
occur (or fail to occur) which endanger proper/safe deployment of the SAFESPOT
service”. The overall response received from the workshops and sessions was
overall very positive. Stakeholders were very interested in the SAFESPOT project
itself and in the BLADE sub-project, one of the objectives of which was to identify
potential deployment barriers and seek solutions for them. The workshops
highlighted that such barriers were not only related to technology issues but to a
whole range of non-technical issues. This delivered a refreshing insight in the
potential risks related to deployment, especially the external view from the
participants.
Furthermore it was found that the identification of risks by means of a workshop was
a very intensive way of identifying risks. Participants needed to relax and focus on
the threats to deployment of SAFESPOT. The atmosphere created at the workshops
enabled lively and interesting debate which would not have been possible if a more
rigid and constrained approach had been adopted. Such flexibility caused a couple of
workshops not to run completely to plan, but created good results. The time span of
the workshop (approximately 4 hours) was, in the event, too short to cover all the
ground that had been intended, as often long discussions ensued about particular
risks which were difficult to articulate but, once identified, were more easily
understandable as to what would be the consequences, probability and impact on
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SAFESPOT. Although it was found that the groups needed to be challenged on the
vulnerable road users’ perspective, issues concerning this group were not mentioned
very often. These need to be taken into account with the mitigation strategies.
The relaxed environment of the workshops and brainstorming sessions often led
participants to identify not only deployment risks but also project management risks.
Workshop facilitators found it beneficial to allow participants to identify risks of any
kind during the session and then to make the distinction themselves as between
project management and deployment risks.
In conclusion, the RAID methodology proved an interesting, albeit somewhat
complex, method of identifying and collecting risks that could impact on successful
deployment of SAFESPOT. The results that were delivered have proved to be a
useful basis for further research into solutions to deployment barriers.

3.3.

Main issues that need to be addressed

Looking at the risks that were found in the seven different categories an overall view
of several issues that need to be tackled with the mitigation strategies are discussed
from the different viewpoints. The issues that are discussed are based on the top
rated risks found in the seven category. The question that you can ask yourself is:
“What issues come to mind when you look at the deployment of SAFESPOT from
this perspective?”
The viewpoints from the supply side are taken into account together, since a lot of
issues are valid for both viewpoints. The issues that valid for just one are indicated
separately. First the public authorities and the road managers will be discussed.
Public authorities and road managers
The main issues in this category related to cost benefit analysis, standardization (or
harmonization), Complexity (and liability chain) and especially for the road operators
planning dimension of the infrastructure. For the first issue it is important to identify
the willingness to pay from the government related to an increase in traffic safety. A
social cost benefit analysis could be made in order to identify the investments (and
return of investment) in deploying a system like SAFESPOT. This is a main step in
the process of actual deployment and involvement of the proper stakeholders at the
correct time is essential here.
The second issue is standardization (or harmonization), this relates to different
scales. Not only is there a need for a European-wide standard for the design
parameters of the SAFESPOT system. Also conformity in functionality and messages
is very important. E.g. an Italian driver is not as familiar with ice on the road as a
Norwegian driver. These difference need to be overcome as well. A third important
standardization issue relates to the industry, a balance needs to be found in what is
flexible in the design and what needs to be adopted at all times. The balance lies
within functionality and uniformity with respect to the industrial stakeholders. The last
issue of standardization is the design of a uniform car platform where the different
available safety systems from different projects (CVIS, Prevent, etc.) can function
within, without the need to have another system installed all cars, which will only
increase the costs.
It is important to keep in mind the matter of complexity of the SAFESPOT system.
Not only the amount of stakeholders involved is larger in comparison to ADAsystems, also technologically SAFESPOT is a challenge. The greater number of
stakeholders that is involved creates new challenges with respect to liability, but also
the organisational structure. These issues need to be covered within the SAFESPOT
project. The complexity of the technological architecture is another issue that needs
to be closely monitored as well. The development of the liability chain is an important
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part of the architecture, for which a specific role already is assigned inside BLADE:
Organisational architecture will deal with this.
The last issue that is valid especially for road operators is the planning dimension of
restructuring the infrastructure to make use of SAFESPOT possible. This issue
needs to be tackled in the deployment plan as well.
Drivers, Probe drivers and Vulnerable road users
First the user point of view: the main threats that were identified are related to
liability, privacy & data, costs and willingness to pay and HMI-design. Liability from a
drivers’ point of view is very important, the drivers are not going to use a system if the
liability is not regulated in an acceptable manner. Therefore it is important to identify
the willingness of the drivers on this issue and to identify the other involved
stakeholders who are able to solve this.
Another important issue is privacy and storage of data not only the fear of a BigBrother scenario, where the government always knows where you are at a certain
time, but especially in case of an accident, where the big question is how much data
is stored and where, and who can access this data. Consensus on this issue needs
to reached, before a proper deployment of SAFESPOT is possible.
Related to these first two is the third issue of cost of the system and especially the
willingness to pay, of the driver. How much is the driver willing to pay his own safety
and isn’t it possible to just profit from other users who buy the system. The costs of
the system are in strong relation with this and not only the costs, but also the other
possibilities which can be provided through the platform. These so called Value
Added Services could create a larger willingness to pay. Another possibility of course
could be that the system is going to be obliged by law.
The fourth and last issue related to user acceptance is the design of the SMA, this is
both an external and project management risks. The main concerns that relate to this
issue are the fear of overload of information for the driver or distraction because of
the system, but also a wild growth of different systems in a car. Important here is to
follow the already available protocols but also keep a view on a higher scale to see
more opportunities of one platform and more services. This issue however involves
all stakeholders available and the views on this needs to be expressed before
progression can be made.
System providers, content and service providers
From the supply point of view also the issue of complexity and standardization are
the two main issues that come to mind. Secondly the market take-up of the system is
of great influence on the willingness to invest from the industry, especially the timelag that could make technology obsolete needs to be considered. More specifically
for the deployment is the possibility of the use of Value Added Service to stimulate
deployment and get a good penetration rate. Lastly for the service providers the
issue or rules and regulations for the provision of services is mentioned and
coinciding with that the need for harmonization in the European Union.
The complexity and liability issue is not only important from a governmental point of
view, but also from the supply point of view. This indicate that the complexity of the
architecture (and correlating liability) needs to be solved in close cooperation with all
stakeholders. The organisational architecture also needs to define responsibilities for
keeping the system up to date.
The last concept that needs to be discussed is market take up and in relation to this
the issues of penetration and time schedule of implementation. The market take-up
of the SAFESPOT system has great influence on the penetration rate, because these
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are more or less identical. The speed of market take up however can be influenced
by several a number of factors. In other words market take up is a way to create a
good penetration rate within a proper time schedule. This proper time schedule is
necessary for different reasons; first if the take up is too slow, the benefits from the
system are not compensating the high investment costs. Secondly the pace of
development of new technologies needs to be out runned in order to get a proper
return of investment and prevent the system to be abandoned before it becomes in
use at all.
The market take up can be stimulated in a couple of ways which need to be more
elaborated in the process of this Sub-project, but the issues are related to marketing
techniques, legislation and other incentives from different stakeholders (like
insurance companies) or by the use of Value added services.
Overall it is interesting to see that only a small number of identified risks are relating
to the Vehicle to Vehicle (V2V) of Vehicle to Infrastructure (V2I) scenario. Especially
since two of the workshops were organised by SCOVA and COSSIB, the
workpackages related to these specific scenarios. The scenarios and especially the
implementation consequences of these scenarios need to be taken into account in
the formulation of the deployment plan.
The barriers that are found from the different perspectives form the agenda for
SAFESPOT. This agenda represents the issues that need to be solved between the
different stakeholder groups before proper deployment can take place. The solutions
for the barriers are formulated by means of mitigation strategies, whereby the
stakeholders have an important role.

3.4.

Recommendations for mitigation strategies

Looking from the four viewpoints that are mentioned a great number of issues need
to be solved before the actual deployment of SAFESPOT can take place. For a
number of issues already internal tasks are assigned to different workpackages,
other issues need to be brought into a broader discussion.
Inside BLADE a first proposal is made for the following issues:
-

Organisational architecture

-

Liability issues

-

Cost Benefit Analysis

-

Business model and definition of service

All of this will result in the final deployment plan taking into account all issues that
need to be solved to ensure proper deployment.
In the rest of SAFESPOT the complexity issue and of course the project
management risks need to be tackled. These project management risks will be
distributed among the different SP-leaders. If the issues are not solved in the course
of the project, these risks will also be part of the final risk register which will be
composed in the end. If barriers still exist, these will be mentioned in the deployment
plan as well.
In the broader discussion the issues of investment, harmonization and
standardisation need to be debated. This will be done in the following steps in the
BLADE – project starting with a wide stakeholder consultation. In this discussion the
preliminary mitigation strategies need to be discussed. Writing these mitigation
strategies is the next step towards a sustainable deployment plan. These mitigation
strategies will be formulated from the stakeholder point of view and be based on the
top rated risks identified in this deliverable.
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5. Annex
This Annex contains:
-

Information provided to the stakeholders participating in the risks
workshops

-

The risk workshops reports:
o TNO M&L and RWS
o CRF and CSST
o Thomas Miller
o TNO Automotive (SCOVA)
o TNO Human Factors (COSSIB)

-

The risk register
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5.1.

Information provided to the participants
5.1.1. Use cases SMA

Picture yourself somewhere in the near future driving …
….You are travelling from Turin to Milan for business on a highway with three
lanes. It is a foggy day; the traffic is dense but regular. You glance at the
dashboard, to the “safety margin assistant”. It is saying to keep the speed below
80 km/h, since visibility is not perfect, and to keep a safe distance from the
vehicle in front. The information is in green colour
meaning that you are following indications properly.
You know that by following that indications you
could be confident that every dangerous situation
will be managed without any risk of accidents.
Suddenly the ‘Safety Margin Assistant’ changes the
message to red colour, asking to reduce the speed.
You reduce the vehicle speed, while also the
surrounding vehicles are doing so since the same
message has been broadcasted to all of them.
After a while you see the reason, a column of heavy trucks is in the right lane, at
lower speed. The safety margin assistance asks to reduce the speed to allow a
smooth and safe overtaking of the heavy truck column by all the other vehicles.
Since your vehicle is in the centre lane you could overtake the heavy vehicle
without changing the lane. But the safety margin assistance asks you to facilitate
the changing lane manoeuvre of the vehicle in the left lane, thus you have to
change lane in order to overtake the heavy truck column. While you are
overtaking the column of heavy truck, the Safety Margin Assistance return to be
green, allowing you to go back to the previous cruise speed, around 80 km/h…….
Other use cases
Case: While driving on a rural road you are advised by the SMA to reduce the
speed below 20 km/h, you do that, just before a sharp curve. You understand the
reason while taking the curve, the road grip is very low, probably due to some ice
on the road. You think that is probably necessary to change the tires, normally in
that situations the suggested speed was higher then 20 km/h.
Case: Now you are inside the city. The visibility now is better, you see a green
traffic light in front of her at 500 meters. The SMA is saying that it is necessary to
reduce the speed, the traffic light will become red before she could reach the
junction. You reduce the speed and stop at the red traffic light. After a while the
traffic light becomes green again but the SMA is still saying to stop and it is
flashing! A crossing vehicle is not stopping at the red light! After the vehicle has
passed then the SMA suggests to move, and you will do so. You know that the
driver of the vehicle that has infringed the traffic light will be fined immediately
but, what is more important, nobody has been damaged by this.
You have now arrived safely at your destination. It is not a surprise for you, you
do not know anybody that had a major accident on road, only very small
accidents with light vehicle damage. You know from your parents that in the past,
without the SMA it was not the same, and thousands of people were been killed
every year in Italy as in other European Countries. Now the SMA is on all
vehicles, required by law, and all dangerous road areas (sharp curves,
intersection) have also specific equipment to avoid any risk from, for example,
pedestrian crossing
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SAFESPOT PROJECT – Brief description of THE SAFETY MARGIN
ASSISTANT
The Safety Margin Assistant (SMA) will be a warning system: it will detect in advance
potentially dangerous situations allowing the avoidance of fatalities and, in the event of
unavoidable accident, the mitigation of injury severity. The SMA will suggest the correct
driving behaviour, keeping the vehicle inside controllable dynamic conditions.
The SAFESPOT project will research two different ways to communicate (vehicle to vehicle or
vehicle to infrastructure) to obtain the “best sustainable” solution. Most likely it will be a mix of
the both; therefore the SMA will be a device that uses both Vehicle to Vehicle (V2V) and
Vehicle to Infrastructure (V2I) communication.

Figure 5.1 Scheme of the vehicles
ON THE VEHICLE

IN THE INFRASTRUCTURE

SAFESPOT
BOX
SENSORS

HMI

SENSING
PLATFORM &
COMMUNICATI
ON UNIT

Onboard the vehicle there is a box (the sensing
platform & communication unit) and a Human
Machine Interface (HMI). The purpose of the sensing
platform & communication unit is twofold:
1. to build up a “local dynamic map”, enabling the
SAFESPOT functions to properly cope with
different road scenarios;
2. to allow the exchange of information (transmit
and receive) between vehicles (V2V) and with
the infrastructure (V2I).
The purpose of the HMI is to provide suitable
warning (visual, acoustical, haptic) to the driver
depending on the specific road scenario.
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Infrastructure is composed by three main elements
(installed along the road): the detection system, the
alert system and the core SAFESPOT box.
1. The Detection system is aimed at acquiring
information about the status of the road from
sensors and from the incoming vehicles and at
pre-processing the data.
2. The SAFESPOT box receives data from the
detection system, processes and selects the alert
strategy to adopt. In the SAFESPOT box is present
the intelligence of the system (I2V).
The Alert system includes lights, variable message
signs and any other warning system to communicate to
the driver.
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Below there two examples are presented. They explain how V2V and V2I communication is
used to warn to the driver for a potentially dangerous situation; one that he can’t detect in
advance.

Figure 5.2 Two examples of particular support provided by Safety Margin Assistant
V2V

V2I

This example shows the “frontal collision warning”
function that includes warnings for head to tail
collision, where host vehicle is moving or static, and it
risks the frontal collision due – for instance – to the
presence of static or reduced speed traffic. (or
accidents or a vehicle breakdown)
In particular, this scenario aims to inform and/or warn
the driver with a significant anticipation about the static
obstacle on the road in front.

Considering a vehicle that has to cross an
intersection, it can choose to turn left, turn right or uturning. Making one whichever manoeuvre, the driver
of the vehicle has to keep an eye on several points to
avoid any misjudgement even if everybody is obeying
the traffic rules. He must pay attention to pedestrians,
cyclists and other potential vehicles crossing his way.
Hence the situation at an intersection is very
complex.
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5.1.2. Threats and questions
Figure 5.3 List of threats and related questions to stimulate the workshop
Risk categories

Examples

Possible questions

User related

End users cannot cope with the facilities provided by ITS
services

Can end users handle the new services provided to them?

Poorly designed in-vehicle systems and information can
affect driver behaviour
The presentation of information to the user will differ from
one country to another, so that it will not be easily
understandable for foreign or not local travellers

Is the services provided to the end user in an HMI friendly
way?

Is standardization possible for all different EU states?

Technology
related

The infrastructure installed quickly becomes obsolete
because of the high pace of technology

Is the technology mature enough to have all the
functionality we say it has?

Political related

The reliable detection of different sub-types of vehicles
will not be possible with any degree of accuracy
The automatic detection of dirty or damaged static
highway signs will be difficult because of the lack of
reliable and cost effective sensors
Political changes to a National or Local government
agency that is partnering the private sector causes
problems
The architecture does not include all current transport
policies and ITS service implemented in Europe

Should different policies from EU states be standardized
before deployment?

Distance measurement and labelling of roads differs from
country to country within Europe
Certain gaps in certification procedures and missing
information how the products are used by the drivers are
existing

Could all European roads be categorised in a short
overview?

Deployment &
Operation
related

Only a small number of vehicles will be equipped with
automatic function operation
Economical
related

Organizational
& Institutional
related

Legislation
related

There is no payback in deploying ITS services for
commercial vehicles on secondary transport axes
The cost of equipment to obtain pre-trip information and
the cost of the information itself will be perceived by
travellers to be too high
The development of longitudinal collision avoidance
functionality with 100% reliability will prove to be
impossible or too costly
There is a disparity between the aims and objectives of
the public and private sectors that neither understand
There will be insufficient probe vehicles to make it
possible to establish the optimum timing and location of
road works in inter-urban and rural areas
There is a continued lack of if general advertising
devoted to the facilities and benefits provided by ITS
services
There will be inconsistencies in the way in which traffic
regulations are enforced in different states
The regulations for dealing with the consequences
resulting from the failure systems providing ITS services
proves too difficult
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Can society keep up with technology?

Is the amount of sensors needed to keep a reliable system
running not too costly?
Is political stability needed to perform a steady financial
base to invest in ITS services

Does every system need a certificate to function?
What about the penetration level?
Where should the focus of investment be?

What about the willingness-to-pay of the end user?

What if 100% reliability of the system is not yet reached?

What about the goals of public and private sectors?
How many organizations are involved in proper
deployment?

Is there enough marketing done for the system?
What about different regulations in different states?

What about the consequences of accidents?
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5.2.

Reports of the workshops
5.2.1. Report of User and Governmental workshop

Introduction
The purpose of the workshops for SP6-BLADE was to get an overview of possible constraints from
different perspectives of stakeholders. These constraints were formulated as risks for deployment and
in the following phase of BLADE these risks will be mitigated and pose a lesser or no threat to
deployment of the system.
TNO organized a workshop which was a combination of different governmental stakeholders and the
Dutch motorist organization and several other experts on the deployment of the Safety Margin
Assistant. The approach that was followed had the goal to get to an agenda between supply and
demand. The group of participants was divided into two and was asked to introduce threats from their
perspective. This will be further elaborated in the next paragraph.
The workshop was held on the 28th of November on the premises of AVV Rijkswaterstaat in
Rotterdam. Enclosed with this report is a list of participants. The guidelines and explanation of the
risks can be found in the general report.
Preparation and approach to the workshop
After consulting the participants by phone we sent them an official letter of invitation with which we
included several documents.
First of all a description of the Safety Margin Assistant, which was made up by CRF to get a better
understanding of the functionalities of the system we were talking about. The stakeholders that were
identified by CSST were given in a list as well to give a clear overview of the different perspectives
that are possible identifying barriers for deployment.
In total 15 people were invited to participate in the workshop. The invitations went to the Dutch
motorist organization ANWB, national, provincial and local government, road worthiness institute
(RDW), researchers from university of Delft and Twente and traffic safety institute SWOV. In total 9
participants showed up at the workshop and the organizers participated actively as well. The people
who attended are mentioned in the list of participants and the mixture of different perspectives caused a
wide variety of risks to be covered.
In the approach to the workshop the following template was used to identify risks.
The template for identifying risks is based on the RAID-methodology (Berghout, 1999) where risks are
divided into several columns. The different columns contain the following descriptions for every threat
identified. The rows need to be filled with information according to the following definitions:
• Threat Description (The threat identified described in a short and clear manner, but with a
perspective for whom the threat is occurring and in a full sentence)
• Consequences of the Threat (The consequences of the identified threat if it occurs)
• Explanation of the Probability of Occurrence
Probability can be ranked in certain levels; we will use a division into 5 categories as follows.
This leaves room for discussion, but it is not very likely that exact probability can be
identified and this division merely serves as a rough indication:
o High
o Middle
o Low
• Explanation of the Level of Impact
This cell should be filled with information on the severity of the consequences of the threat.
This is mostly described in number of fatalities and injuries. Here also a division of five
categories is made which serves as a rough indication.
o Red
o Orange
o Yellow
o Green
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The workshop:
At the start of the workshop a presentation was given with the following topics:
SAFESPOT and BLADE, the Safety Margin Assistant, the rules of the game.
SAFESPOT and BLADE where briefly described to give a brief overview of the relation with other
work packages. Next the Safety Margin Assistant was presented with a variety of possible applications
and image material was used to get in touch with the topic. The last topic was used to kick-off the
actual workshop, where the template was explained and the goal of the workshop was expressed.
The first round was a plenary warm-up, where every participant was asked to identify three threats for
implementation. These threats were discussed and after that the next round started.
In the second round the group was randomly divided into two groups of Supply and Demand, with
different perspectives in these groups. The perspectives were divided as presented in the table below.
The goal of this division was to get a broader view of risks and to make people aware of different
points of view. Also the groups were asked to think of more threats, but also connect consequences to
the threats to identify the different problem owners.
Demand
Supply
End-user/Vulnerable
Industry/System provider
Road User
Government/Road
Service-provider
operator
In the following round participants were allowed to individually score occurrence and the probability of
the threats and consequences they identified inside their own group (i.e. supply and demand).
The last session, after the scoring, the most important issues were identified by taking a quick look at
the red spots and high rated probabilities. These issues then were discussed with both groups to identify
possible strategies.
Methods for analysis of the data
The priority of the different risks can measured by multiplying the level of impact with the occurrence,
where occurrence is a three step scale (1 = low, 3 = middle, 5 = high) and impact a four step scale (red
= 4, orange = 3, yellow = 2 and green = 1).
The categorization was done directly after the workshop. The processing of the risks took some time,
because time was short in the workshop and consequences were not elaborated extensively enough.
Also “risks” were identified which could function as conditions instead of risks with a clear problemowner. These risks came forward when the discussion on the common agenda was raised.
The agenda of the workshop was attached as well and is shown below:
• 9:30u Welcome and introduction round
• 9:45u Presentation on SAFESPOT – BLADE, presentation of the Safety Margin Assistant,
presentation of the workshop approach
• 10:15u first warm-up round, let everybody quickly identify three threats to deployment
• 10:30u second round, participants divided into two groups of demand and supply and
identification of risks and consequences
• 11:15u scoring of impact and probability
• 12:00u discussion of common “agenda”
Results of the workshop
There were 9 participants and 3 organizers which created a group of twelve. The comments of the
participants were very positive and they looked forward to another workshop e.g. consultation of the
stakeholders. In total a number of 40 risks were identified by the participants, it proved a very fruitful
exercise and the governmental organizations felt that finally their voice was heart on that there is more
than technology alone.
The common agenda:
Supply side:
The first high ranked threat on the supply side is the number of different platforms in vehicles, the
consequences connected to this threat are incompatibility between the different platforms and the
chance of hackers/switching off the system. The demand side reacts with the fact that the user wants
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the system to work (they don’t really care how). The discussion continues and it is mentioned that road
operators will only have one platform; they are not going to pay for 5 other platforms to have good
results with regard to functionality. Market introduction with restricted functionality seems very
doubtful.
Traffic safety is a very important issue for the government and the overall protocol might be the same,
but companies still interpret the system in their own way. Also a lack of competition is a threat because
of the high requirements of the system, which causes a limited number of providers who will keep the
price as high as possible (monopoly position).
Legal liability causes low investment from the industry and therefore development doesn’t go as fast as
it should. This should be arranged by all parties in a proper manner. Financial risks should be covered
as well and is strongly related to liability. It is important to get familiar with the different liabilities for
the different stakeholders. The law (or jurisprudence) needs to be adapted and priorities need to change.
The last main issue raised by the supply side is related to technological failure. The risk for component
failure, which causes the complete system to collapse, is an important issue which needs to be covered.
Secondly it is mentioned that there are too much dependencies for different parties and the industry
probably is not willing to invest because of too many uncertainties. It will be a patchwork of different
stakeholders which will make the system too complex to handle
Demand side:
The main issue raised here is user acceptance. This links to threats from the market and from a user
perspective, the price of the system and the willingness to pay from the user. Another issue raised is the
choices for the SMA, when do you make the right choice, i.e. how do you react to a certain message
from your SMA. A solution might be to put the SMA in driving-lessons
A second issue is the adaptation to the system and the equipped cars, this will cause new accidents on
the long-run because people loose their driving ability and will not be able to react to a system failure.
The third issue that was raised can be connected to the industries fear of too many systems, this related
to a possible information overload of the driver. This can be solved if the SMA is an integrated system.
However, still a guide should be developed to arrange when what information needs to be displayed.
The fourth issue that was rated important is the capacity of the road network (from a road operator’s
point of view). If the safety approach is too narrow capacity will decrease instead of increase, i.e. too
much margin compared to nowadays. Secondly too late investments will delay further growth of the
system and probably cause the service industry to leave, it is the question however if this is a threat.
Connected to this threat as well as the first mentioned is system abuse by the end-user. This is generally
speaking the risk taken by the driver and thinking the system will save him.
Chance
Segmentation of the SMA to different user groups, split it up to expectations and needs of the different
users. Easy to take care of elderly and monitor the conditions!
The risks
The top 10 risks identified are
- Uncertainty regarding legal aspects and impacts
- Limited availability of the SMA
- Unreliable government
- Competition between providers
- Technical failure of the system
- Wild growth of systems
- High operational and maintenance costs
- Current legislation inhibiting development
- Different in-car platforms
- Slow investments by road operator
The main risks that are identified are related to the relationship between de government and the
industry. This relationship is quite difficult and needs to be established in a constructive and
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cooperative matter. The industry perspective in the workshop saw this as a the major threat were
investors would walk away from the system. This was caused by the fear of lack of firm measures by
the government. The governmental perspective on the other hand fears the costs of the system and the
lack of interest of the industry and of course the wild growth of systems.
Other interesting issues that were raised are of course the privacy issues and user acceptance and
adaptation of drivers. Although solutions for these issues were already mentioned, like incorporation in
the driving test and lessons and system-abuser penalties.
List of participants
Initial
Participants
F.
C.
G.
F.
T.
V
B.
P.
V.
Organisers
T.
H.
M.

Last name

Organization

Geelen
Meekers
Schermers
Tillema
Molenschot
Van der Heiden
Van Arem
Morsink
Machau

DGP
Provincie Gelderland
AVV
AVV
Gemeente Den Haag - Dienst Stadsontwikkeling
Gemeente Den Haag - Dienst Stadsontwikkeling
TU Twente
SWOV
TU Delft - Faculteit TBM/Sectie TLO

Alkim
Zwijnenberg
De Kievit

AVV
TNO – Mobility and Logistics
TNO – Mobility and Logistics
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5.2.2. Report of web survey for the Industry
Introduction
The involvement of CRF and CSST within the wp6.4 of BLADE concerns mainly the identification of
possible constraints, related to the SAFESPOT project, from the perspective of Industrial stakeholders.
This is one of the main objective of BLADE: a well understanding of all possible barriers and
constraints is crucial to pave the way for the SAFESPOT deployment.
CSST and CRF organised therefore a survey based on questionnaires that have been sent by mail to a
selection of representatives coming from the Industrial sector, both within the SAFESPOT project and
outside. The survey started on the 12th of December 2006.

Preparation and Approach for the Survey
The target group was the Industrial sector, therefore a selection of experts has been identified mainly
belonging to car makers, OEMs, map providers, in-vehicle equipment suppliers, network operators and
providers. The list of invited guests can be found at List of participants, together with contact details
of the company representatives.
An ad hoc interactive questionnaire with guidelines for the completion of the questionnaire and useful
information on the SAFESPOT system has been prepared in Excel format (see Figure 5.8 the
questionnaire and Figure 5.9 table of threats). A detailed description of the SAFESPOT core, the Safety
Margin Assistant, was also attached to the questionnaire in a separate file (see Section 5.1.1).
The selected stakeholders have been further contacted to remind them to fill in the questionnaire and to
clarify some aspects of the survey if necessary.
The Questionnaire was very simple to fill in, in fact each step was progressive numbered and each
number was correspondent to a specific column in the table. This one, following the TNO guidelines,
included seven categories of threats, columns where the stakeholders must indicate the specific threats,
their occurrence and columns for their consequences and the severity of these. To make the filling easy,
some examples were reported at the bottom of the table.
The data coming from the questionnaires have been collected in an Excel file and a first analysis of the
results has been performed (see First analysis of the results).
In total 31 people (see List of participants) have been involved belonging to 18 Industrial
stakeholders, avoiding the overlap with SCOVA and COSSIB partners and trying to involve ANFIA
(belonging to CLEPA) and EUCAR contacts.
The answers received were 9, that considering the expectation to receive 12 answers (67% of 18) is
the 75% of the expected. 18 contacts on the 31 did not answer and 4 contacts declared their
involvement in SP4 and SP5 workshops so they didn’t participate to the survey.
The received answers came from the following Viewpoints:Car Manufacturers
- OEM
- Map Providers
- In-vehicle equipment suppliers
- Network Operator & Providers.

First analysis of the results
From the 9 questionnaires received 118 Threats have been identified, with a distribution on the
categories as reported in the following figure.
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Figure 5.4 An overview about the categories of threats
A first analysis on the Threats identified by the stakeholders has been carried out. The threats have
been further grouped by identifying specific topics, as showed in the following figures:
24
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Figure 5.5 Distribution of Threats on main topics
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Figure 5.6 Grouping of threats on main topics
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List of participants
SP4/SP5
partners
SP5
SP4-SP5

COMPANY

CONTACT

ANSWER
received

Daimler Chrysler
Renault

Achim Brakemeier

ANSWER
expected

Abdel Kader Mokaddem
Javier Ibanez-Guzman

Y

Angelos Moran

Volvo
SP4

SP4

X

Magnus Rilbe

Bosch
Ibeo
kapsch
Navteq
PTV
Q-free
Teleatlas
Magneti Marelli-SE

Cecilia Ekelin

Y

Christian Zott

Y

Kay Fürstenberg

X

Lars Olsson

X

Kees Wevers

X

Michael Ortgiese

X
X

Knut Evensen
Christine Bartels

Y

X

Piero De La Pierre
Piero Mortara
Matteo Revellino

SP4-SP5

Siemens

SP4

Piaggio

Paul Mathias
Hongjun Pu
Irene Ducci
Marco Pieve

Politecnico Torino
contiautomotive

Y

Pierluigi Civera

X

Horst Kornemann

X

Enno Kelling

tid
FIAT Auto

X

Sara Carro-Martinez
Francesco Lilli

Y

X

Marco Annoni

Y

X

Daniele Buosi

Y

Fabrizio Gatti

Y

Gianfranco Burzio
Renzo Cicilloni
Mauro Montiglio

Telecom

6

18

31

9
75.0%

12
66.7%

Figure 5.7 Participants CRF/CSST
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The questionnaire

Figure 5.8 Questionnaire, presentation and user's profile
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Figure 5.9 Questionnaire, table of threats
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5.2.3. Report of SCOVA workshop
Introduction
The purpose of the workshops for SP6-BLADE was to get an overview of possible constraints from
different perspectives of stakeholders. These constraints were formulated as risks for deployment and
in the following phase of BLADE these risks will be mitigated and pose a lesser or no threat to
deployment of the system.
TNO organized a workshop with the partners of the SP4 SCOVA project. The participants were briefed
on the approach in an internal SP4 project meeting in the 26th of October. The participants filled in the
risk table’s individually per company.
The results of the al participants were discussed in a telephone conference on the 24th of November.
Enclosed with this report is a list of participants, and the risks identified in excel format.
Preparation and approach to the workshop
The participants were briefed in an internal SP4 project meeting in Frankfurt. We also sent them an
invitation for the workshop/phone conference with the documents prepared by the SP^ BLADE team.
The description of the Safety Margin Assistant, The workshop guidelines and the risk table.
All the SCOVA partners were invited to participate in the workshop but ate least the Application
leaders were asked to fill in the table and join in the phone conference. We received input from all the
applications leaders. In total 7 participants joined the phone conference and the 2 organizers
participated actively as well. The people who attended and gave input are mentioned in the Annex. The
active participation of the SP4 SCOVA partners and the mixture of different perspectives caused a
wide variety of risks to be covered.
In the approach to the workshop the template provided by the SP6 BLADE team was used to identify
risks.
The template for identifying risks is based on the RAID-methodology where risks are divided into
several columns. The different columns contain the following descriptions for every threat identified.
The rows need to be filled with information according to the following definitions:
• Threat Description (The threat identified described in a short and clear manner, but with a
perspective for whom the threat is occurring and in a full sentence)
• Consequences of the Threat (The consequences of the identified threat if it occurs)
• Explanation of the Probability of Occurrence
Probability can be ranked in certain levels; we used the division given in the guide line; into 5
categories as follows:
o Very likely
o Likely
o Not likely nor unlikely
o Unlikely
o No chance
•

Explanation of the Level of Impact
This cell should be filled with information on the severity of the consequences of the threat.
This is mostly described in indication of the number of fatalities and injuries.

The Phone conference was organized as follow:
All the participants had filled in the risk tables prior to the phone conference. TNO had aggregated the
results. The participants were all already familiar the SAFESPOT and BLADE, the Safety Margin
Assistant and the rules of the game.
Before discussing the results of the risk table we agreed on a change in the guidelines provided for the
compilation of the table (page 3 of the guidelines): the viewpoint VP3 is mentioning the "system
providers" as stakeholders, which is an evident typing mistake.
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In the SP6 identified stakeholders list, this stakeholder does not exist: it should be the "system
producers". Since in the guidelines the definition of viewpoint is given just once, we considered the
VP3 viewpoint as the one of the "system producers”, and the one of VP4, considering the "service
providers" as the single component of the VP4 viewpoint set. See table 1
demand
pub authorities
road managers

VP1

drivers
probe
drivers
vulnerable
road users
VP2

supply
service
providers
system
producers

VP3

VP4

Table 5.1 Viewpoints
In the telephone conference we discussed all the risks and identified the doubles. The tables were
adapted by TNO and are shown in the results and are available as excel tables.

The workshop:
-

Facts and figures
The risks described with category and priority
Remarkable results, problems that occurred in the workshop etc

There were 7 participants and 2 organizers which created a group of nine. The participants were very
involved and positive. In total a number of 169 risks were identified by the participants.
Area
Number of risks
User
32
Technology
26
Political
20
Deployment-Operational
36
Economical
18
Organisational-Institutional
18
Legacy
19

Table 5.2 Results of the workshops
Some risks are similar but had other consequences and/or mitigation strategies. For completeness sake
this differences were maintained. In the tables similarities are indicated.
Results of the workshop:
The top 10 risks identified by the organisers are
(1) User:
(2) Techn.
(3) Political

(4) Dep./Ope

The user receives too much information
The user does not understand or accept the information given.
The system is not reliable
The system is not compliant with other cooperative systems
Legal and insurance implications are not clear
Inhomogeneous behaviour of different EC Governments
(Homologation required)
Too low penetration (vehicles and/or infrastructure)
The providers can not furnish information up to date (too late or
incomplete)
Troubles of providing info to international users in their native
language (standardization of keywords/info necessary)
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(5) Eco.
(6) Org./Inst

(7) Legacy

The system is too expensive. Economical and social benefits do
not compensate the system costs.
The final user advantages could be not stimulating enough for the
system.
The time to operate the system is longer than expected.
Content providers have troubles in acquiring data for the growing
geographical extension of the covered area
Legal issues are not clear (liability)
The system technology (communication, positioning...) is not
allowed in a country.

List of participants
Initial
Participants
U.
G.
S.
P.
L.
M.
C
L.
E.
Organisers
J.
D.J.

Last name

Organization

Staehlin
Vivo
Sanfilippo
Mortara
Picerno
Revellino
Cravini
Jacques
Nordin

CAS
CRF
CRF
MMSE
MMSE
MMSE
Piaggio
Volvo
Volvo

Kostense
Verburg

TNO
TNO
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5.2.4. Report of CoSSIB
Introduction
The purpose of the workshops for SP6-BLADE was to get an overview of possible constraints from
different perspectives of stakeholders. These constraints were formulated as risks for deployment and
in the following phase of BLADE these risks will be mitigated and pose a lesser or no threat to
deployment of the system.
TNO organized a workshop with participants of the SAFESPOT sub-project CoSSIB (Cooperative
Safety Systems Infrastructure Based). In CoSSIB it is intended to specify and develop a set of Cooperative System applications which have a strong emphasis on the support of roadside equipment (i.e.
infrastructure-based sensing and actuation). Within the workshop, one part of the group of participants
denoted general threats the other part generated threats on the basis of selected use-cases. The method
will be elaborated in detail in the next paragraphs.
The workshop was held on the 28th of November on the premises of the University of Genoa, Italy, in
succession to a CoSSIB meeting. Enclosed with this report is a list of participants, the applied usecases, the document send to the CoSSIB members, and the risks identified.
Preparation and approach to the workshop
Before inviting the CoSSIB members to attend the workshop, sub-project leader Guy Fremont was
asked for permission. Next, the members where invited by e-mail three weeks in advance of the
meeting. To ensure an efficient workshop the members were provided with a document to inform them
before the workshop started. In this document the SMA (Safety Margin Assistant) was introduced (with
the remark that it could be skipped whether they were already familiar with the concept) and the
different general risks categories were described. It is important to understand from what viewpoint
information is provided. Therefore a description of different stakeholders was provided in the
document so that one could determine to which category of stakeholders they belonged. Finally, a few
examples on specific risks were provided in the document to give an idea of what could be expected at
the workshop.
In total about 40 people were invited to participate in the workshop. The invitations went to all
members of the SAFESPOT sub-project CoSSIB. In total 7 participants attended the workshop, which
includes the organizers. The people who attended are shown in the list of participants at the end of this
report.
During the workshop a template was used to identify risks, which was based on the RAIDmethodology Section 1.2. In the template, each row had space for a threat description and associated
information. That is:
o In the first column the Threat Description could be formulated (The threat identified described
in a short and clear manner, but with a perspective for whom the threat is occurring and in a
full sentence).
o In the second column the Threat Category could be marked by putting a cross(es) at the
predefined categories. The categories:
o User related risks are risks in the categories of Privacy, Safety and Traveller
Acceptance. Privacy issues are in this category this also co-operates with the
acceptance of course.
o Technology related risks are risks in the categories of Architecture, Technology
maturity and Availability of the technology. The technical issues will be solved in the
other work packages. The readiness of the technology can be seen as a risk though.
o Political risks are risks considering politics, the willingness of a government to
implement a system. Also the political stability especially in probably needed PPPconstructions are examples.
o Deployment and operations risks are risks concerned with deployment and the
operating of the system. Risks concerning standardisation are also in this category.
o Economic risks are risks concerning business cases and policy cases. The financial
threats that are identified fall into these categories. The willingness-to-pay and the
cost of the system.
o Organisational and institutional risks are risks related to issues related to
organisational and institutional issues. This is not only the organisational embedding
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of the system but also the institutional issues like tuning with different stakeholders
are an example.
o Risks related to regulation, these are risks related to legislation issues, rules,
standards, agreements (SLA) concerning the organisation, co-operation, the operation
(or failing) of the system, etc. Legacy issues are expected to be organisational or
technological.
o In the third column the Probability of Occurrence could be ranked by putting a cross at one of
the five boxes. The left box was indicated with very unlikely and the right box was marked
with very likely.
o Finally, at the fourth column the viewpoint could be marked, again by putting a cross(es). The
four viewpoint categories were: Public authorities/road managers, Road users, System/content
providers and Service providers. Section 1.2 describes how the viewpoints have been
combined from the different stakeholders.
The probability of occurrence and the level of impact were both rated by a scale in a the range between
low (1) and high (5).
The workshop:
The workshop itself was organized as follow:
At the start of the workshop, the organisers (Rino Brouwer and Philippus Feenstra) welcomed the
participant and gave an introduction to BLADE and described the purpose of the workshop:
Identification of threats related to the development and implementation of SAFESPOT application and
asses severity of threats and propose strategies (mitigation). Furthermore, some examples were
discussed to explain the template and the way of working. Three participants were provided with a
brief description of use cases as taken from the SAFESPOT deliverable D5.2.1. These use cases were:
1) Prevention and management of the inattention of the driver, 2) Prevention of driver excessive Speed
(Rule Violation) and 3) Emergency vehicle is approaching a controlled intersection. The other four
participants were asked to generate general threats. A time period of 45 minutes was used to come up
and write down as many as possible threats and associated information.
In total more than 100 descriptions with additional a threat category, probability of occurrence and
viewpoint were generated. In succession these threats where commented and combined. At the end of
the workshop, the CoSSIB members where kindly acknowledged for their participation.
After the workshop, the approximately threat description where combined and threats with similar
descriptions where either removed or summarized to a more general description. Furthermore,
consequences where added to the description and where it was necessary, the probability of occurrence
and the level of impact where added.
Methods for analysis of the data
The ad hoc priority/ranking of the different risks was measured by multiplying the level of impact with
the probability of occurrence.
Results of the workshop:
The resulting list of threats consisted of various threats. Since the workshop participants were CoSSIB
members, there was indeed a slight majority of descriptions related to technological issues, including
communication.
The list below gives a rough indication of the threat-areas that were identified during the workshop.
- the system does not operate perfectly
- improper HMI design
- no investment in system by the stakeholders
- liability and privacy issues
- unwanted use of system
- no agreements between the stakeholders
Table 5.3 shows, as an example, an overview of the resulting top 19 risks. The last column –categorywas used to separate the identified risks for a sound analysis.

SF_D6%204%201_ConstraintAnalysis_v4[1].0

Page 69 of 88

BLADE

Deliverable D6.4.1

Copyright SAFESPOT

Dissemination Level (PU/RP/CO)

Contract N. IST-4-026963-IP
view
point

description
hacking into air interfaces

1 2 3 4 no feasible business model / costs for infrastucture are too high
1 2 3 4 one failure m ay become a complete show stopper
costs are too high to keep digital map up-to-date and conventional
3 up dating
24
12

3 car manufacatures don't want to integrate system
1 system without sm a is easier to interpret

34

prob

impact
4

rate
4

category

16 t

system is not or only for a small part implem ented

4

4

16 e

users don't want/trust system anym ore
database is not regularly updated and becomes
unreliable

4

4

16 u p d

unclear where system is available
unclear where system operates
warning given by system is not always correct, driver starts ignoring
warnings
system is perceived as useless
1 it is to expensive to install or m aintain a system
system may also be used as a sanction system (e.g., in case of
2 speeding)

12

consequences
dangerous situation occur

drivers don't buy system ; don't keep system updated

4

4

16 e

4

4

16 d u

4

5

20 d o

4

5

20 e

system will not be used

4

5

20 u

system introduction is delayed/not introduced

5

4

20 t e

no benefits of system

4

5

20 d

driver doesn't react or too late to warning

5

4

20

2 driver doesn't understand the warning
small num ber of safespot vehicles and infrastructure based
systems

no safety benefits

5

4

20 t e

3 don't solve liability issue; what if part of system fails

users are hesitant to buy system

5

4

20 r

1 public authorities doesn’t want the high investment in infrastructure
3 safespot standard is not suitable/wanted by oem
3 not all road users are identified by the system
too much information too m any warnings, ignore warnings / switch
system off
2 system warnings may have dangerous side effects
2 advised behavior by SMA is not possible

system will not be implem ented

4

5

20 p e

introduction system is delayed

5

4

20 t o

critical situations m ay occur

5

4

20 u

system is perceived as useless

5

5

25 t d o

accidents happen, bad advertism ent

5

5

25 u

critical istuations m ay occur

5

5

25

Table 5.3 Risks found by the risk identification workshop
The threat category is abbreviated by:
u=user, t=technology, p=political, d=deployment/operation, e=economic, o=organizational
and r=regulation.
The viewpoints are abbreviated by:
1=public authorities-road managers, 2=road users, 3=system/content providers and 4=service
providers.
Snapshot of the filled tables
warning given by system is not always correct, driver starts ignoring warnings
it is to expensive to install or maintain a system
system may also be used as a sanction system (e.g., in case of speeding)
car manufactures don't want to integrate system
system without SMA is easier to interpret
driver doesn't understand the warning
small number of SAFESPOT vehicles and infrastructure based systems
don't solve liability issue; what if part of system fails
public authorities doesn’t want the high investment in infrastructure
SAFESPOT standard is not suitable/wanted by OEM
not all road users are identified by the system
too much information too many warnings, ignore warnings / switch system off
system warnings may have dangerous side effects
advised behaviour by SMA is not possible
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List of participants

Initial
Guy
Sébastien
Sjoerd
Filippo
Paul
Rino
Philippus

Last name
Fremont
Glaser
Haverkamp
Visintainer
Mathias
Brouwer
Feenstra

Organization
Cofiroute
LCPC/Livic
Peek
CRF
Siemens
TNO BU Human Factors
TNO BU Human Factors

Annex

Nr
Case Name

Short description

1
Prevention and management of the inattention of the driver
One of the major risks on a motor way for a driver is to fall asleep or to
be inattentive or disturbed by: a phone call, reading a map, etc.
When the driver begins to have a non appropriate trajectory regarding
to other vehicles or the infrastructure, the system triggers a warning a
give the information about the next exit or rest area.

Purpose

Avoid crash due to inattention of a driver

User Needs

For the vehicle that have a strange behaviour:
 The driver needs to be warned about its strange behaviour.
 The driver needs to know if its trajectory is conflicting with one of
another vehicle.
 The driver needs to know where he can have a rest.
For other road users
 Be aware that a dangerous vehicle is arriving.

Nr
Case Name

Short description

Purpose
User Needs

3
Prevention of driver excessive Speed (Rule Violation)
Given the various speed limits, regarding road type, weather
conditions or pollution, it may be hard for the driver to know at each
time what the exact speed limit is. Special condition, as road work or
traffic management, could locally modify the road speed limit.
Moreover, with an automated control system, drivers express the wish
to be warned in case of speed limit enforcement. In this use case, the
infrastructure shall decide, regarding legal aspects, to give a speed
limit prescription
Warn driver if actual speed exceeds speed limit
 Give to the driver a continuous access to the information of speed
limit
 Warn him in case of excessive speed
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Nr
Case Name

4
Emergency vehicle is approaching a controlled intersection
An emergency vehicle approaches a controlled intersection.
All other vehicles concerned (e.g. downstream or in the vicinity of the
intersection) are warned and possibly asked to give way.
Furthermore the local traffic light control shall react accordingly to
give green light for the emergency vehicle and to protect vulnerable
road users. This would include a response signal for the emergency
vehicle from the traffic light control.

Short description

Purpose

User Needs

Enable the emergency vehicle to cross the intersection safely and
quickly.
 To be aware of the position and direction of the emergency
vehicle.
 The user likes to have recommendations how to behave.
 The operator of the emergency vehicles needs to know if the
infrastructure gives the priority.
 The emergency vehicle needs to pass the intersection rapidly.
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5.2.5. Report of risk workshop by Thomas Miller
Background
Work Package 6.4 of the BLADE sub-project called for a risk analysis of the potential risks and threats
which could affect the implementation and deployment of the SAFESPOT system. It was felt that
these deployment barriers could best be identified within a brainstorming/workshop environment,
resulting in a number of similar workshops being held by partner companies, each using the RAID
methodology in order to provide consistent results.
Thomas Miller held its workshop at its head office in London on Wednesday, 13 December 2006.
Originally, it was thought that the principal target group should be insurance companies but the
consensus view within Thomas Miller was that a broad range of risks would need to be identified in the
session and not just insurance-related risks. The decision was made, therefore, to invite company risk
managers and individuals with knowledge of operational risks and dependability issues at policy,
regulatory and technical levels from a broad range of business sectors. The list of invited guests can be
found at Appendix 1 to this report, together with a thumbnail sketch of the company and contact details
of the company representatives.
We prepared a handout for participants which included the Agenda; the list of participants; an overview
of the SAFESPOT project, including a description of the Safety Margin Assistant; and a few
paragraphs (the text was provided in guidelines provided by TNO) identifying what it would be like to
drive with the aid of the Safety Margin Assistant. The handout also contained a briefing note
informing participants of how the workshop would be run; categories of risks; defined list of
stakeholders; a copy of the presentation; and, most important, the role participants would play in the
workshop (the briefing note was also sent out to participants a week in advance of the workshop date).
Workshop Presentation
The workshop started with a presentation on the aims and objectives of the SAFESPOT project and the
development of the Safety Margin Assistant, featuring a range of application scenarios such as:
•

road departure prevention (where information on recommended speed is sent from the
infrastructure to the vehicles according to road geometry, surface status and traffic
conditions);

•

co-operative tunnel safety (where the infrastructure informs the vehicles about recommended
speed and safe distance between vehicles); and

•

hazard and incident warning (such as transmission of warning messages to vehicles arriving
into an area where an accident has just occurred).

The presentation highlighted in the last few slides that, whilst the current overall trend showed that
road fatalities were reducing, numbers were still unacceptably high but that SAFESPOT and other
projects researching into the benefits of the co-operative approach would provide the necessary
breakthrough in road safety to reduce fatalities further.
Participants found the presentation very helpful, as it enabled them to understand in greater depth what
SAFESPOT was striving to achieve. From their own experience of new projects and operational risks
within their own businesses, it also gave them the opportunity to see more clearly the types of risks that
could affect the development and deployment of SAFESPOT.
The Brainstorming Session
The presentation was followed by the risk assessment which sought to identify threats, defined as
“events that occur (or fail to occur) which endanger proper/safe deployment of the SAFESPOT
system”. The risk brainstorming session engendered lively and enthusiastic debate, raising a range of
interesting considerations in different risk categories.
Colleagues from Thomas Miller Risk Management (UK), who are accustomed to brainstorming risks
with corporate entities, ran the brainstorming session. The requirement to use the RAID methodology,
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a more complex methodology for risk brainstorming than they used in their own work, caused some
difficulty because of the need to address within the session the four viewpoints of:
•
•
•
•

public authorities and road managers;
drivers; probe drivers; and vulnerable road users;
system and content providers; and
service providers.

We found that this created an unnecessary burden on participants and introduced a level of complexity
that detracted from the natural spontaneity that needs to be engendered within a brainstorming
environment. We decided, therefore, to conduct the brainstorming on a simpler basis by asking
participants to suggest risks/threats in the seven risk categories that had been chosen:
1.
2.
3.
4.
5.
6.
7.

user-related risks;
technology-related risks;
political risks;
deployment and operational risks;
economic risks;
organisation and institutional risks; and
risks related to regulation.

The facilitators of the brainstorming session were mindful, however, of the need to obtain risk
perceptions from the four viewpoints and guided participants accordingly without adhering to a rigid
structural approach.
The next step was to discuss the consequences of those risks/threats and to identify the probability of
those risks occurring and their impact. For the purposes of the workshop, probability was ranked using
the following five categories:
1.
2.
3.
4.
5.

almost certain;
probable;
likely;
unlikely; or
remote.

During the brainstorming session, the level of impact or severity of the consequences of the threat was
rated as:
•
•
•

High – will prevent deployment entirely or will cause significant problems with deployment
in terms of delay or over-spend.
Medium – will cause some problems with deployment, not necessarily involving delay or
over-spend beyond reasonable budgetary limits.
Low – will have no noticeable effect on deployment.

The level of impact we had been asked to use was divided into five categories, as follows:
1.
2.
3.
4.
5.

Many injuries and fatalities
Many injuries and few fatalities
Few injuries
No injuries or fatalities
Damage to the car/vehicle

We felt that these categories were too detailed for the brainstorming session and it would have been
difficult to differentiate as between categories 1 and 2, for example. The rating for the level of impact
would also have depended on the scenario in which the risk manifested itself. Taking, for example, the
risk of drivers being distracted and causing an accident, there could be any number of outcomes to that
scenario from category 1 (where the driver who is distracted is driving an oil tanker or a bus) through
all the different categories to category 5 (where the driver is on a rural road and causes minimal
damage to his car by driving onto a verge as a result of being distracted by the system).
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It was not possible during the course of the brainstorming session to give a rating to all the identified
risks to determine which were the most significant as to impact, although they were the risks which
would require mitigation strategies. Nor did we have enough time to discuss in great detail with
participants any mitigation strategies.
Results of the workshop
The results of the brainstorming session itself were, therefore, a list of risks which were categorised
into the seven risk categories, as mentioned above, with some of those risks rated by participants as to
probability and impact. A detailed note was taken of the brainstorming session which was a valuable
addition to the list of risks suggested by participants and then written onto flipcharts by those
facilitating the brainstorming.
Identification of individual risks gave rise to in-depth discussion amongst the group of participants
which included comments/indications about probability, impact and mitigation strategies (information
on which was broadly captured in the note), but no formal appraisal. The risks and threats gathered
during the course of the brainstorming session have been put into an Excel spreadsheet.
Taking these comments from participants into full account, Thomas Miller has subsequently analysed
the risks in respect of the four viewpoints; assigned ratings as to probability and impact for those risks
which did not have such ratings formally assigned by participants; and assigned mitigation/control
strategies to those risks judged to be significant as to impact.
As an immediate reaction to the presentation, participants identified a number of risks/issues:
•
•
•

•
•
•
•

Would people actually use the system?
Would cultural issues preclude its use?
Would people choose to ignore the information given via the Safety Margin Assistant?
Experience tells us that this might be the case, as drivers already tend to ignore information
provided to them.
Why do we believe that the SAFESPOT system will make drivers change their behaviour?
Driver distraction would probably be the greatest risk.
The risk of conflicting information in multiple systems.
What are the rules determining the information flow to the driver in any particular scenario?

An important legislative issue was discussed and related to whether the Safety Margin Assistant was an
advisory tool (i.e. the driver is given information which he may or may not choose to follow) or
whether the Safety Margin Assistant required (i.e. it would have legislative backing) the information to
be followed by the driver. Whilst the SAFESPOT Technical Annex says: “In the SAFESPOT
scenarios, the driver will still be responsible for the vehicle, but will be supported with appropriate
suggestions in terms of speed, headway, etc. . . .”, it also suggests in the SAFESPOT vision that “Now
the SMA is on all vehicles, is required by law . . . “. The feeling amongst the workshop participants
was that driver behaviour would only change if there were legal enforcement behind the use of the
Safety Margin Assistant.
Comments from Rupert Bruce, Chief Executive Officer of Transurban Europe said that Transurban had
spent some two or three years marketing their toll roads in Australia before opening them in 2001. The
local signs would show that, if drivers did not slow down, they would get three points on their licence.
The advice being given on these road signs was not merely information but legal advice. Driver
compliance with the signs was achieved through a massive marketing initiative. There has been very
little marketing in the UK, for example, and not all drivers see the provision of information as being for
their benefit.
The topic of insurance was raised during the course of the workshop in the context of the availability of
insurance being a possible incentive to public acceptance of the system. The suggestion was made that,
if insurers were to support the SAFESPOT system by, for example, insuring equipped vehicles at
reduced premiums, this might well aid successful deployment. It was felt, however, that insurers
would only be inclined to reduce premiums if they had evidence to support that the safety features
actually worked. They would, therefore, expect to see statistics showing that the number of road
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accidents and near-misses had reduced as a direct consequence of the SAFESPOT system before
envisaging reducing premiums and that vehicles equipped with the SAFESPOT system were in
consequence a better insurable risk than other vehicles.
As part of its role within SAFESPOT, Thomas Miller has initiated and will be maintaining a dialogue
with the major international brokers, JLT, who have wide links into the insurance and reinsurance
markets. They will be able to provide us with an assessment of how insurers would view the
SAFESPOT system as a potential road safety tool, as well as discuss with us the use of liability
management tools to reduce the risks to stakeholders involved in the system. A representative from
JLT attended the workshop.
The general consensus amongst workshop participants was that, if the SAFESPOT system required
compliance, it might well have to be backed up by legislation or at least by significant education.

Potential Showstoppers
Towards the end of the brainstorming session, we asked each participant to identify a potential
“showstopper” (i.e. a risk or threat whose impact was so catastrophic that it made safe deployment of
SAFESPOT impossible). The comments below are based on actual quotations given by the
participants:
•

There is a disparity between the vision of SAFESPOT and the reality of the application. It has
global aspirations but not all stakeholders will be able to take advantage of it, particularly
vulnerable members of society. These are the people who are deprived or disadvantaged in
other parts of their lives and are likely to be the ones who would most benefit from the
SAFESPOT technology. They are, however, the ones who would be driving much older cars
which would not have the benefits of the system installed.

•

It is not clear whether the system has the capacity to handle all the data that will be passed
through it.

•

Lack of driver acceptance of the system.

•

The system could cause an increased safety hazard in respect of HMI; if the driver is
distracted generally or at a critical moment by the sheer volume of information being sent to
him; or is confused by or does not understand the messages.

•

There is a “chicken and egg” scenario – the system cannot work because of lack of equipped
infrastructure and lack of widespread equipped vehicles.

•

Lack of funding and maintenance of the infrastructure and the inability of infrastructure to
keep up with development of technology. The OEMs will continue to develop but there will
come a time when the infrastructure is really out-of-date as far as technology is concerned or
not even maintained.

•

The project is too ambitious. There need to be incentives for all parties involved and detailed
cost benefit analyses need to be undertaken (e.g. in respect of the hardware costs). There has
to be a business angle for each of the stakeholders with the timing of the realisation of the
benefits to each stakeholder being compatible one with another.

•

Technology challenges are huge and will have to be overcome. The socio-technology risk
(i.e. acceptance by drivers) and liability issues could be great and even insurmountable. The
problem of system obsolescence and the cost of maintenance are huge stumbling blocks. This
is a system of systems and once it is on the market, different systems will evolve at different
rates.

•

When talking about safety critical issues, reliability is paramount – reliability of the system
and of the hardware and the software which will need a quantum leap from where we
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currently are in terms of technology innovation. Reliability of sensors will be an issue, as will
harmonisation across Europe.
•

In the absence of enforcement, it would be difficult to make a business case for this system
and drivers do not generally like to be told what to do.

Whilst a number of negative issues were raised during the course of the workshop, they did provide a
catalyst for lengthy discussion. The general consensus was that a project of this size, complexity and
ambition needed to understand fully the issues that could create barriers to successful deployment of
SAFESPOT and that some of these barriers could be potential showstoppers. The results of this and
other workshops which have been run by other partner companies involved in Work Package 6.4 of
BLADE will have identified those issues and created mitigation/control strategies for them. Those
mitigation/control strategies should then be put in place at the earliest opportunity and managed
throughout the course of the project and beyond to increase SAFESPOT’s opportunities for success.

List of participants
Name
Rupert Bruce
Luke Foord-Kelcey
Catherine Lovell
Milan Milovanovic
Chris Peacock
Julian Richardson
Andy Rooke
Ian Simmons
Dr Kostas Tourlas
Oliver Boyle
David Martin-Clark
Marion Robery
Jamie Sewell
Lee Tricker
Frits van Kempen
Gerald Wiles

Company
Guests
Transurban
JLT
Department for Transport
Hertz
Transport Research Laboratory
Transport for London
Transport for London
Transport Research Laboratory
Adelard
Thomas Miller
Thomas Miller Investment – Fund Management
Services
Thomas Miller & Co. Ltd (in-house consultant)
Thomas Miller & Co. Ltd
Thomas Miller Risk Management (UK) Ltd
Thomas Miller Risk Management (UK) Ltd
Thomas Miller & Co. Ltd
Thomas Miller Risk Management (UK) Ltd (inhouse consultant)

Thumbnail Sketch of Participating Companies
Transurban is a leading international toll road developer and investor with major assets in Australia
and emerging interests in the US and the UK. The company focuses on the long-term ownership and
management of advanced electronic toll roads. Their key areas of expertise include traffic modelling;
stakeholder engagement; road performance; and concession management.
Rupert Bruce is the Chief Executive of Transurban Europe which is based at 33 St James’s Square,
London, SW1Y 4JS (tel: +44 (0)20 7661 9396).
Jardine Lloyd Thompson (JLT) is a leading risk management adviser and insurance and reinsurance
broker. JLT is also a major provider of employee benefit administration services and related
consultancy advice.
Luke Foord-Kelcey works in the industry-focused group of JLT Risk Solutions Limited, specialising in
the telecommunications field. JLT Risk Solutions Limited is based at 6 Crutched Fairs, London, EC3N
2PH (tel: +44 (0)20 7528 4000
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Department for Transport
The Department for Transport was set up to provide a stronger focus on delivering the Government’s
transport strategy. Their role is to determine policy; set strategy; and manage relationships with the
delivery agencies. Their objective is to oversee the delivery of a reliable, safe and secure transport
system that responds efficiently to the needs of individuals and business whilst safeguarding the
environment.
Catherine Lovell is the Head of Transport Technology and Standards Division, Vehicle Primary and
eSafety at the Department for Transport located at Zone 2/06, Great Minster House, 76 Marsham
Street, London, SW1P 4DR (tel: +44 (0)20 7944 2086).
Hertz
Car rental, the largest and best known of Hertz’s activities, is conducted from approximately 3,100
locations in the United States and from approximately 4,600 international locations. Hertz offers a
wide variety of current model cars on a short-term rental basis at airports, business centres, residential
areas and resorts.
Milan Milovanovic is the Risk and Insurance Manager for Hertz Europe and is based in Hertz House,
11 Vine Street, Uxbridge, Middlesex, UB8 1QE (tel: +44 (0)1895 55 36 23).
Transport Research Laboratory
The UK’s Transport Research Laboratory (TRL) is an internationally-recognised centre of excellence
providing world-class research, consultancy, advice and testing for all aspects of transport.
Chris Peacock is a Principal Consultant at TRL Limited which is based at Old Wokingham Road,
Crowthorne, Berkshire, RG45 6AU (tel: +44 (0)1344 770452). Ian Simmons is Head of Vehicle
Technology at TRL. Ian has considerable experience of vehicle testing on both test tracks and public
roads. He also has extensive knowledge of vehicle electronic systems and is a specialist in
electromagnetic compatibility and vehicle systems.
Transport for London was created in 2000 as the integrated body responsible for London’s transport
system. The primary role of TfL, which is a functional body of the Greater London Authority, is to
implement the Mayor of London’s Transport Strategy and manage transport services across the capital.
TfL is responsible for London’s buses, the Underground, the Docklands Light Railway (DLR) and the
management of Croydon Tramlink and London River Services. They also run Victoria Coach Station
and London’s Transport Museum. TfL is responsible for a 580km network of main roads and all of
London’s 4,600 traffic lights. In addition, they manage the Central London Congestion Charging
Scheme and regulate the city’s taxis and private hire trade.
Julian Richardson is a Logistics Strategy Advisor in the Freight Unit of TfL which is located of the 4th
Floor, 172 Buckingham Palace Road, London, SW1W 9TN (tel: +44 (0)20 7027 3055). Andy Rooke
works in the street management department of TfL.
Adelard is an independent specialist consultancy founded in 1987. Its mission is to provide an
exceptional standard of consultancy, backed by an internationally recognised research programme.
They work primarily in the area of computer-based safety-critical systems. They provide services in
safety cases and safety management systems; independent safety assessment; hazard analysis; and
operational risk assessment.
Dr Kostas Tourlas is a Consultant at Adelard which is located at Drysdale Building, Northampton
Square, London, EC1V OHB (tel: +44 (0)20 7490 9466).
Participants from Thomas Miller included representatives from our Investment Management; New
Business Development; and Risk Management teams.
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5.3.

Complete risk table (in excel file)
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5.4.

The peer review report
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PROCEDURES USED FOR PEER REVIEW

The SAFESPOT Consortium uses the Peer Review process for its internal
quality assurance for deliverables to assure consistency and high standard for
documented project results.
The Peer Review is processed individually by selected reviewers. The
allocated time for the review is about two weeks. The author of the document
has the final responsibility to collect the comments and suggestions from the
Peer Reviewers and decide what changes to the document and actions are to
be undertaken.

Reviewers:
Torsten Geissler - UoC
Heiko Peters – Bast
Roland Schindhelm - BASt
Mr JACQUES Laurent – Volvo Technology
Quality Moderator:
Dr. Angelos Amditis(Quality Assurance Manager) - ICCS
Overall Peer Review Result:
Deliverable is:
x Fully accepted

 Accepted with
reservation

 Rejected unless
modified as
suggested

 Fully
rejected

Please provide an overall rating of this deliverable in a scale from 1 (very
poor) to 10 (excellent) : __ 8.5___

Suggested actions to the authors:
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1. The following changes should be implemented …………………
•

In order to facilitate the reading of the risk rating tables, the tables should
generally be presented with a legend which enumerates the view points, or
by giving the view points textually. Top rated risks and their rankings would
be better comprehensible, if they are illustrated in diagrams (e.g. bubble
diagram with impacts on the one axis and probability on the other axis).
An explanation of the different tables is added at the beginning of the
paragraph 2.1.

•

Besides giving the total ranking of risks, a differentiation of risk
assessment by stakeholder groups may be useful and important for
developing further ideas for a deployment programme based on identified
and evaluated risks. This differentiation would allow an additional
information on the importance of different risks for different stakeholders.
This is according to us the next step in the process of WP6.4 – translation
from risks to the viewpoints of stakeholders is done in 6.4.3 mitigation
strategies to ensure a proper stakeholder consultation.. A note that this is
the case is added.

•

The Probability of occurrence and level of impact are some indicators that
are difficult to define during the workshop or call conference. People who
fulfilled the excel sheet (my SP4 experience with Blade and this risk
analysis) didn’t really feel the good way to define these indicators. This
remark was done during call conference when we merge the inputs from
different partners. Proposal is to indicate the deviation of the votes for
each risk for these two indicators. This information should consolidate the
meaning of the information. I don’t know if it is easy to highlight this
information, (depend of the way it has been stored, if statistic rules can be
applied easily) – contact me if not clear
The point is understood, however this information is not available for all
categories and this information serves no real purpose and could raise a
lot of discussion – we feel that the experts that we consult represent a
good average and knowledge of the different systems. We‘ll make a note
that in all of the workshops there was overlap in the expertise so that the
experts that we consult represent a good average and knowledge of the
different systems.

•

Chapter 1.2.2 Stakeholders The terminology is not the same in the table
1.1 and in the table 1.2. It could be better to have the same.
It is explained that a translation is made from stakeholders to viewpoints,
therefore I don’t understand this comment. (See page 10 van de
deliverable)

•

Table 1.1 Driver: the definition is not clear: the person driving a vehicle not
equipped … the driver is the receiver of the safety related information
generated. How the driver can receive a safety information is the vehicle is
not equipped?
The definition was expanded to receiving safety related information from
the infrastructure.
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•

Figure 2.1: could be good to have the meaning information of A, B, C,
etc… what is the category associated?
An explanatory text was added to the figure.

•

Chapter 2.2.3: the legend is not associated to the value of “probability”,
“impact” and “view point”. It is good to read the meanings easily (legend at
the start of this doc.
An explanation is added at the beginning of the paragraph in 2.1.

2. Specify missing chapters / subjects ………………………..
A summary of the risk impacts should be included in the conclusion chapter.
The consequences could be discussed in the conclusions, however this would
cause a lot of work for not so much information. Secondly these
consequences will be discussed in mitigation strategies workshop.
3.
Required
changes
contents………………….

on

deliverable

essence

and

A point that needs special attention is the discrepancy between the definition
of “risk” in the beginning of the deliverable and how “risk” is used later on,
especially during rating. On p. 8, chapter “Introduction”, the definition is: “...
risks that could arise and affect the implementation and deployment of these
systems”. In contrary to this broad definition of risks, on p. 9 the level of
impact of the risks is limited to terms of safety (injuries, fatalities, damages),
but is not expressed in terms of other effects on deployment and market, e.g.
organizational, political, economical effects.
Resultant from that, it is not clear how the four injury categories used can
serve as „level of impact“ in those cases where risks other than safety related
ones were rated, e.g. organizational risks, political risks.
This issue is further explained in the deliverable.
It is not clear whether the importance of the rated risks (depending on the
results of the rating) is comparable within each category or across all
categories.
This is part of the methodology that was chosen, the risks were averaged if
they were mentioned more than once.
4. Further relevant required improvements
•

•

For the rating criteria „Probability of Occurrence“ and „Level of Impact“ (p.
9) the rating scales should be described in detail. The rating scales should
show a clear assignment of the textual description to the numerical values used
for
the
ratings
(See above)
Chapter 1.2.1 Risks: The 1st sentence of the chapter is not very clear
for me. Could be improved.
The sentence was improved.
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•

Some improvements in the acronyms list (ACI… to be reviewed).
The list was checked again.

•

Chapter 2.3.1 the focus is in EU. Did you get some feed back from
available documents from US or Japan in this risk analysis as they are
in advance in this area? Always good to learn from what they already
did.
This is an interesting point that will be taken into account in the
BLADE-action list.

•

Chapter 2.7.3: there is a chapter “conclusion” that is not harmonized
with other other categories. Conclusion is not present in other
categories
The chapter was renamed – “Analysis”

•

Chapter2.8.3 format to be updated of “Top rated” and “frequently
mentioned”
The format was updated, comparably to “Analysis” in 2.7.3.

•

Chapter 3.1: What is showstoppers?

This definition is elaborated and will also be questioned in the
stakeholder consultation.

COMMENTS OF PEER REVIEWERS
Comments
General comment
These refer to any issue not covered by the particular topics below.
The deliverable has a good structure and dimension that allow pleasant reading. 45
pages for the deliverable is good and annexes are available if needed.
The content is well synthesized and allows a good overview of the different risk
areas covered during the workshop.
Improvements listed below.
Specific comments
Topic A: Relevance.
Please answer the question: "Is this deliverable relevant to SAFESPOT and to the
particular activities / SP/ WP it covers?"
Reviewer comment
Very relevant and well integrated within the SAFESPOT action plan.
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Author response
Topic B: Response to user needs
Please examine the correlation of this deliverable with the relevant user needs
identified in SAFESPOT, if relevant. "Does the deliverable cover the prioritised User
Needs or is it technology-driven?"
Reviewer comment
User needs are well covered.
Author response
Topic C: Methodological framework soundness
Please comment on the soundness of the methodology followed and how it is
explained. "Are the results arbitrary or based upon a clear methodology, involving
users tests, expert opinions, etc.?"
Reviewer comment
Results are well discussed and explained. An appropriate method was used. The
methodology is well described, but should receive some detailing explanations (see
suggestions above).
Author response
Topic D: Quality of achievements
Please comment on the essence of the results. "Are they of high value? Are they
what one should expect?"
Reviewer comment
High value of achievements according to what is expected
Author response
Topic E: Quality of presentation of achievements
Please comment on the results presentation. "Are the results adequately explained
and commented or just mentioned? Is there a link between methodology and
results?"
Reviewer comment
The results are well discussed and linked to methodology.
Author response
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Topic F: Deliverable Layout / Spelling / Format
Please comment on the deliverables layout. "Does it include all necessary chapters,
is it readable, in comprehensive language, etc.?"
Reviewer comment
The deliverable is well understandable and has a good format and layout.
Author response
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